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1. ITACITIOPT ®OHJIA ONEHOYHbIX CPEJACTB

1.1. Ob6sacTh NPpUMEHEHUA

®onpa oneHouHblx cpeAcTB (POC) — HeoThemyeMas dYacTh pabouei
IpOrpaMMbl JUCHUIUIMHBL (MOAYJs1) MeTolbl NPOEKTUPOBAHUS U aHadu3a ceTei
OBM wu npenHasHayeH ISl KOHTPOJISI U OLIEHKU 00pa30BaTENbHBIX JOCTHKEHUMN
CTYJICHTOB, OCBOMBIIMX MTPOTrpamMMy JTACUUTLTMHBI (MOYJIsS).

1.2. Ilenu u 3agaum (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJATOTOBKH 00YUaroIIerocs
tpeboBanusim  DPI'OC BO wMaructparypa 10 HampaBICHUIO MOATOTOBKU
44.04.01 ITemaroruueckoe obOpa3oBaHue, YTBEPKJACHHOTO MIPUKa30M
MunucrepcTBa o0pazoBanus u Hayku Poccuiickoit @enepanuu ot 22 dpespans 2018
r. No 126 (c U3BMEHEHUSIMHU U JOTIOJTHEHUSIMU ).

1.3. Ilepeuyenb kommeTeHuHi, GopMHPyeMbIX B Ipolecce OCBOCHUSA
OCHOBHO# 00pa30BaTe/IbHOI MPOrpaMMBbl
[Ipouecc ocBOEHUsT AUCIUIUIMHBI HAITPaBJIeH Ha OPMUPOBAHUE CIIETYIOLIUX

KOMHGTeHHI/Iﬁ N HHAUKATOPOB UX JOCTHUIKCHHA:

Koa mo ®1oC BO | NHaukaTop N1OCTHKEHUS
YHUBEpcaIbHbIE

O6uenpodeccuoHaIbHBIC

ITpodeccrnonanbHbIC

[1K-3.1. 3HaeT coBpeMEeHHbIE METOJIUKHU U
TEXHOJIOTMH 3KCIIEPTHOTO aHAJIU3a
IPTOHOMHUYECKUX XapaKTEPUCTUK
MPOrPaMMHBIX TTPOAYKTOB W/WITH
anmapaTHBIX CPEJICTB

ITK-3. DKkcnepTHbIM aHaau3 XapaKTepUCTUK [IK-3.2. YMmeet ocyniecTBIATh SKCIIEPTHBIN
IPOrPaMMHBIX IPOYKTOB W/WJIU aNIapaTHBIX | aHaJIM3 SPrOHOMHUYECKUX XAPaKTEPUCTUK
CpeAcTB MPOrPaMMHBIX TPOTYKTOB W/HITU

anmnapaTHbIX CPEICTB

[1K-3.3. Bnajeet HaBbIKaMUu SKCIIEPTHOTO
aHaJIM3a SPrOHOMUYECKUX XapaKTePUCTUK
MPOrPaMMHBIX TPOIYKTOB W/WITH
anmnapaTHbIX CPEJCTB

[TK-5.1. 3HaeT coBpeMEHHBIE METOUKH U
TEXHOJIOTHH 3(H(PEKTUBHOTO yIpaBICHUS
npoektamu B o0nactu I'T manoro u cpennero
YPOBHS CIIOKHOCTH

[TK-5.2. Ymeet ocymiecTBiATh 3¢ (HEKTHBHOE
ynpaBiieHue npoektamu B oonactu IT
MaJIOro ¥ CPEJHEr0 YPOBHS CIOXKHOCTU
[1K-5.3. Bnageer HaBbIKaMH yIIPaBJICHUS
npoekramu B obnactu [T manoro u cpennero
YPOBHSI CIIOKHOCTH

[TIK-5. MeToan4eckoe COpOBOKICHUE
npoekToB B obnactu IT manoro u cpenHero
YPOBHS CIIOKHOCTH




1.4. Dransl ¢popMUpPOBAHMS KOMIIETEHUWH U CPeICTBA OLCHUBAHMS

YPOBHS UX ¢)OPMHUPOBAHHOCTH

HpOMe)KyTO‘-lHaﬂ arrecranusa

Jransl popmupoBanusa komnereHuni | Komnerenuun KoHTpo/bHO-0LIeHOYHBbIE

cpeacTBa / cnocod OeHNBAHUA
Tema 1. Ctpykrypa [P-anpeca. Knaccel [1K-3; [IK-5 Brinosinenue nabopaToOpHBIX
IP-anpecos. IIporokon IPV4 u IPV6 pabot
Tema 2. 3agada MapLIpyTU3aLUN. I1K-3; TIK-5 Beinonnenue 1a00paTOPHBIX
[Tpuniuns! mapmpytuzanuu B TCP\IP. pabot
Tema 3. Cuctema TOMEHHBIX HMEH. I1K-3; IIK-5 Beinonnenue 1a00paTOPHBIX
IIpouecc paspelieHus UMeH pabor
Tema 4. [IpoGaema aBTOMaTH3aLUU I1K-3; IIK-5 Beinonuenue 1a00paTOPHBIX
pacupenenenus [P-agpecos. Peannsanus pabor
DHCP B Windows. ITapamerpst DHCP
Tema 5. Active Directory. [lonsitue I1K-3; IIK-5 Boinonnenue 1a00paTOPHBIX
Active Directory. CTpykTypa KaTajgora pabor
Active Directory. OOBeKTHI KaTayiora u
UX UMEHOBaHUE
Tekymas aTrecTanus [1K-3; I1K-5 KonrpomnsHas pabora

I1K-3; [IK-5 DKk3aMeH (MUCbMEHHBIH)

1.5. Onucanue nmokasareseil GopMupoBaHUS KOMIIETEHIU

Koa xomnerenuuu

Pe3yabTarhbl cPOPMHUPOBAHHOCTH

YK-3. CriocobeH opraHu30BbIBaTh
U PYKOBOJIUTH pabOTON KOMaHIBI,
BbIpabaThIBas KOMaH/HYIO
CTpPaTCruro JJISL JOCTUXKCHUSA
IIOCTaBJICHHOH 1IEJIU

VK-3.1. 3HaeT TEXHOJIOIMU YIpaBJICHUS MPOEKTaMU Ha
BCEX JTanax ero YKU3HEHHOTO LUKJIa
YK-3.2. YMmeer OCYIIIECTBJISATh MPAKTUYECKOE
YIpaBJIEHUE IPOEKTaMHU Ha BCEX dTaNax e€ro JKU3HEHHOTO
UKJIa

VK-3.3. Hmeer mnpakTU4YECKUil ONBIT yHpaBICHUS
MIPOEKTaMHU Ha BCEX ATamax ero >KU3HEHHOT'O KA

I1K-3. DkcnepTHbI aHamu3
XapaKTEPUCTHK MPOTrPaMMHBIX
MIPOJYKTOB W/WJIH armapaTHbIX
CpeACTB

[IK-3.1. 3HaeT coBpeMEHHbIE METOAUKHA M TEXHOJOTHUH
HKCIIEPTHOTO aHajN3a SPrOHOMUYECKUX XapaKTEPUCTUK
MPOrPaMMHBIX TPOAYKTOB W/WJIM allapaTHBIX CPEICTB
[IK-3.2. VYMeeT OCYyHIECTBIATh OJKCIEPTHBIM aHAIU3
SPrOHOMHYECKUX XapaKTePUCTHK MIPOrPaMMHBIX
MIPOJYKTOB u/unu anmnapaTHbIX CpencTB
[IK-3.3. Bnageer HaBbIKAMH 3KCIIEPTHOTO aHalW3a
HPrOHOMUYECKUX XapaKTePUCTHK IPOrpaMMHBIX
MIPOJYKTOB W/WJIM allapaTHBIX CPEJICTB

[1K-5. MeTognueckoe
COIIPOBOXKICHUE IPOEKTOB B
obnactu IT manoro u cpenHero
YPOBHS CJIIOKHOCTH

[IK-5.1. 3HaeT COBpeMEHHbIE METOJUKH U TEXHOJIOTHUU
s (deKkTHBHOTO ympaBlieHUus npoekTamu B obmactu IT
Majoro u CpeIHero YpPOBHS CII0KHOCTH
[TK-5.2. YMeeT ocymiecTBIATh 3P PEKTUBHOE yIIPABICHIE
npoektaMu B obnactu IT mamoro u cpemHero ypoBHS




CJIOXKHOCTH

[1K-5.3. Bnageer HaBbIKaMU YINPaBJICHUS MPOCKTaMHU B
obsactu I'T MaJioro U CpeIHET0 YPOBHS CI0KHOCTH

1.6. Kpurepun ouneHUBaHWSI KOMIIETEHUMH HA Pa3HbIX IJTanax Hx

¢popmupoBanus
Bua yueoHoii padoThl | KoaunuecTBO 6aJ1510B
3-4 cemectp / 3-4 TpuMeECTp
0P0 0-390 300
OdopMieHHE 0TYETOB 10 JTA00PATOPHBIM 30 6amioB 30 6amioB
paboTaM
PaboTa Ha 1a00paTOPHBIX 3aHITHIX 30 GayioB 30 GatoB
BrImonHeHUE TECTOBBIX 3aJJaHUH - -
Brimonnenue 3aganuii caMOCTOATEILHON 10 G6amioB 10 6ammoB
pabOThI
JK3aMeHa 30 6aymoB 30 6ayutoB
HToro 3a cemecTtp: 100 6amwioB 100 6amioB
Bcero 100 6ammoB
HaxkonurejbHas cucrema oueHuBaHus mo 100-0a/u1bHOM HIKaJIE
Yerpipexodad- 100- BykBeHHas mkaJia, coorsercrByromas 100- Cucrema
JbHAsl CHCTeMA |0aJuTbHasl 0aLTbHOI IIKaJIe OIleHNBAHMSI
OlleHUBAHMS mKaja 3avyera
IK3aMeHa
OtnnyHo 90-100 A — OTJIMYHO — TEOPETUYECKOE COJIEPKAHHUE Kypca
OCBOGHO IMOJTHOCTHIO, O6e3 mpo0eIoB; He0OX0IUMBbIE
MPAKTUYCCKUEC HABBIKU pa6OTI)I C OCBOCHHBIM
MaTepuaaoM c(hOPMUPOBAHBI; BCE
MpelyCMOTPEHHbIE MPOrpaMMoi 00ydeHus
yueOHbIE 3aJaHHsI BBITTOJIHEHBI, KAYECTBO UX
BBITIOJTHCHHSI OIEHEHO YHCIIOM OaJTOB, OJM3KAM K
MaKCUMaJIbHOMY
Xoporio 83-89 B — oueHb XOpOIIO — TEOPETUUECKOE COACPKAHUE
Kypca OCBOCHO MOJTHOCTRIO, 6€3 mpo0eioB;
HEO0OXOMMBIC MPAKTHUECKHE HABBIKKA PAOOTHI C
OCBOCHHBIM MAaTCpruajioM B OCHOBHOM
c(OpPMHPOBAHEBI;, BCE IPEAYCMOTPEHHBIC
porpaMMoii 00ydeHus yueOHbIe 3a1aHus
BBITTOJIHEHBI, KAYECTBO BBIITOJIHEHHSI OOJIBITNHCTBA
13 HUX OLICHCHO YMCJIOM 0alllIOB, OJIM3KUM
K MAaKCUMaJIbHOMY 3auyTeHO
Xopotio 75-82 C — X0poI1110 — TEOPETUYECKOE CoJIepKaHUE Kypca
OCBOCHO TIOJTHOCTBIO; HEKOTOPBIE MTPAKTHYECKHUE
HaBBbIKU pa6OTLI C OCBOCHHBIM MaT¢pruajIoM
c(OPMHPOBAHBI HEOCTATOYHO; BCE
IIPeyCMOTPEHHBIE IPOTPaMMOil 00ydeHuUs
y4eOHbIC 3a/IaHMsI BHITIOJTHEHBI, KAY€CTBO
BBITIOJIHEHUA HU OAHOT'O M3 HUX HC OLICHCHO
MUHHMAJIbHBIM YUCIIOM 0aJIOB, HEKOTOPBIE BHIBI
3aJIaHNI BBIMIOJIHEHE! C OIIMOKaMU
Y nosnerBo- 63-74 D — yA0BIETBOPUTEIBLHO — TEOPETUUECKOE

PHUTEIIBHO

COACPXKKAaHUEC NUCIUITIJIMHBI OCBOCHO YaCTHUYHO, HO




npo0esIbl He HOCAT CYIIECTBEHHOTO XapaKTepa;
HEO0OXOAMMBIC MPAKTHYECKUE HABBIKA PAaOOTHI
C OCBOCHHBIM MaTEepUaIOM B OCHOBHOM
chopMHUPOBAHBI; OOJBITUHCTBO
IIPElyCMOTPEHHBIX IPOTPAMMON 00yUeHuUs
Y4eOHBIX 3aJ]aHUH BBIITOIHEHO, HEKOTOPHIC

N3 BBIITOJITHECHHBIX 3aI[aHPII>'I, coacpxkar OH_II/I6KI/I

VY nosneTBo-
pHUTEIBHO

50-62

E — nocpencTBeHHO — TEOpeTHYECKOE
coJiep’KaHue Kypca OCBOEHO YaCTHYHO;
HEKOTOpbIE MPAKTUUECKHE HABBIKU PAOOTHI

He c(hopMUPOBaHBI, MHOTHE TPETYCMOTPEHHBIE
porpaMMoii o0yueHus yueOHble 3a/1aHus

HE BBITIOJIHEHBI JTH0O0 Ka4eCTBO BBHIIIOJIHEHHUS
HEKOTOPBIX U3 HUX OIIEHEHO YHCIIOM 0aJljioB,
OJIM3KUM K MUHUMAJIEHOMY

Heynosnerso-
pUTEIBHO

2149

FX — HEeyI0BJIETBOPUTEIILHO — TEOPETUIECKOE
COZIep’KaHKe Kypca OCBOCHO YaCTUYHO;
HEOOXOMMbIE MPAKTUIECKUE HABBIKUA PAOOTHI
He C(OPMUPOBAHBI; OOJILITHHCTBO
peayCMOTPEHHBIX IPOTPaMMOi 00yUeHHUs
y4eOHBIX 33JJaHU HE BBITIOJTHEHO JTH00 KaueCTBO
UX BBITIOJHEHHSI OIIEHEHO YKCIIOM 0aslioB,
OJIM3KUM K MHHUMAJIBHOMY; TIPH
JIOTIOJTHUTEIIBHOM CaMOCTOSATENILHON paboTe Hajl
MaTepHAIOM Kypca BO3MOXHO TOBBIIICHHUE
Ka4eCTBA BBIMOJHEHUS YUeOHBIX 33IaHui

Heynosnerso-
PHUTENBHO

0-20

F — HEey10BIETBOPUTENHHO — TEOPETUIECKOE
coziep’kaHHe Kypca He OCBOCHO; HEOOXOANMBbIE
MPAKTUYECKHE HABBIKU PAOOTHI

He c()OPMHUPOBAHBI; BCE BBHITIOIIHEHHBIE Y4eOHbIE
3aJJaHus CoJepKaTt IrpyObie OIHOKH,
JOTIOJTHUTEIbHAS CaMOCTOsITENIbHAS paboTa HaJ
MaTepHaioM Kypca He MIPUBEJET K KaKOMY-JITH00
3HAYMMOMY TIOBBIIIEHUIO KaY€CTBA BBITTOJIHEHHUS
yueOHBIX 3aJaHMI

He 3aureno




2. KOHTPOJIBHO-ONEHOYHBIE CPEJCTBA

2.1. OueHoYHBIE CPEACTBA TEKYIEr0 KOHTPOJIA (TUIIOBBIE)

Borpocsl i1t TeKy11ero KOHTPOJIS:

Uto Takoe IP-anpec?

Kaxue ocHoBHbie Bepcuu [P-nipoTokona cymiecTByoT?

Uem oTinuaercs [Pv4 ot [Pv6?

Cxonbko 6uToB conepxut [Pv4-anpec?

Cxonbko 6uTOB coqepkut IPv6o-anpec?

KakoBa ocHoBHas ctpykrypa [Pv4-anpeca?

KakoBa ocnoBHas ctpykrypa [Pv6-agpeca?

Yo Takoe knaccsl [P-agpecos?

. Ckonbko knaccoB [P-agpecoB cymectByer B [Pv4?

10 UewMm otnuuarores [P-agpeca knacca A, B u C?

11.Kakue aguanazonsl [P-anpecoB oTHOCATCS K Kiaccy A?

12.Kakue nuanazonsl [P-anpecoB oTHOCSATCS K Kiaccy B?

13.Kakue auanazonsl [P-anpecoB oTHocsTCS K Kiaccy C?

14. 15 yero npeanasHayensl [P-anpeca kiacca D u knacca E?

15.Yt1o Takoe yacthsie [P-agpeca?

16.Kakue auana3zonsl yacTHbIX [P-aapecos cyiectBytoT B [Pv4?

17.Yto Takoe mybnuunsie [P-agpeca?

18.B ueM pa3zHuIa MEXKy CTAaTUYECKUM U AuHaMuueckuM [P-agpecom?

19.9to Takoe moaceTs (subnet)?

20.KakoBa 11e1b UCTOIb30BaHUSI MACKH MOJICETH?

21.Kak BeirisiauT Macka noacetu Jis [P-anpeca kimacca A?

22.Kak BeIrysiAuT Macka noacetu juist [P-anpeca kmacca B?

23.Kak BeIrisiauT Macka noacetu Juist [P-anpeca kmacca C?

24.KakoBa (pyHKIIUS 1IJTI03a 110 YMOJTYaHUIO?

25.4Yt1o takoe nporokos DHCP u kak oH cBsizaH ¢ [P-anpecamu?

26.Yt1o Takoe NAT u kak oH paboTtaet?

27.Kakue tunsl NAT cyuiectBytor?

28.Kak paboraer cratmaeckuit NAT?

29.Kaxk paboraer quHamudeckuit NAT?

30.Kakue npeumyniectsa naet ucnosibzoBanue [Pv6 o cpaBuenuto ¢ [Pv4?

31.Yro Takoe aapecanus 6e3 cocrosiuus B [Pv6?

32.Kakue 0CHOBHBIE THUIIBI aPECOB CYIIECTBYIOT B IPv6?

33.Yem otimuaroTcs unicast, multicast u anycast agpeca B [Pv6?

34.Kakyto posb urparot npedukcel B [IPv6-aapecannn?

35.Kakue aapeca [Pv6 ucnonb3yrores s MHOroaapecHou (multicast)
nepenadn?

36.Kakyto posib urpatot 3anucu DNS B [Pv6?

37.Kak pab6otaet IPv6 B ceTsx ¢ 1ByMs ctekoBbIMH MpoTokoaamu (dual-stack)?

38.Kakue MexaHU3Mbl TYHHEJIIMPOBAHUS UCIIONIB3YIOTCS ISl iepexojia ot [Pv4
K [Pv6?

39.Yto takoe npotokos ICMP u kak oH cBsizaH ¢ [P?

40.Yto takoe pparmenranus [P-nakeros?

00N oL W



41.Kakue OCHOBHbIE Pa3JINUUs CYIIECTBYIOT MEK/y IPOTOKOJIAMHU
Mapuipytuzauuu s [Pv4 u [Pv6?

42.YT10 TaKkoe MapuIpyTU3alus B CETH?

43.KakoBa OCHOBHas 3a/1a4ya MaplipyTH3alun?

44.Yem oTnnyaeTcsa CTaTUYECKas MapIIPyTU3ALUA OT JTMHAMUAYECKOW?

45.Y10 Takoe MapuIpyTU3aTOpP U KAKOBA €0 POJIb B CETU?

46.Kax MapmpyTu3aTop ONnpeaesser MyTh I epeaayu JaHHbIX?

47.YTo Takoe Tabnuia MapuIpyTU3auu?

48.Kaxkyro nabopmMaIyo CoIepKUT Ta0IuIa MapuIpyTH3ANK ?

49.4Yt10 Takoe npeukc U Macka B 3alucu Mapiipyra?

50.KaxkoB mpoiiecc 100aBieHHs] MapipyTa B TaOIHIy MapIIpyTU3aLUU?

51.YTo Takoe mpOoTOKOJIBI MapUIPYTU3ALUH?

52 Ilpumepsl BHYTPEHHUX MPOTOKOJIOB MapIIPyTHU3ALUH.

53.1Ipumepsl BHENTHUX IPOTOKOJIOB MAPLIPYTH3ALIHH.

54.YTo Takoe MapuIpyTH3alus 0o KpaTyaiemy myTu?

55.YTo0 Takoe MeTpuKa B MapuIpyTU3aLUHA U KAK OHA UCHOJIb3yeTCs?

56.Y10 Takoe NpOTOKOJIBI MAapIIPYyTU3ALNUN YPOBHS TOCTYIIA U UX POJIb?

57.Kak MapumpyTH3aTopbl yIPaBIISIIOT CETEBBIMU 3aAEPKKAMU U
neperpy3Kkamu?

58.Uto takoe BpeMmeHHbie MeTkH (TTL) 1 kKak OHU UCTIOJIB3YIOTCS B
MapuIpyTH3alnun?

59.Yto0 Takoe MyJIbTUNIPOTOKOJIbHAs MapuipyTusamus (MPLS)?

60.Kakue cymecTByrOT METO/Ibl OaJJTaHCUPOBKU HArpy3KH B MapIIpyTH3aLUU?

61.Yto Takoe acuMMeTpUYHas MapuIpyTU3aIUs U B YeM e€ 0COOeHHOCTU?

62.Kaxk paboraer auHaMu4eckoe pacrpezesienue Tpaduka B ceTsx?

63.Kakue cymecTByl0OT MEXaHU3MbI 3alIUThl MapUIPyTU3AIUU OT aTak
(Hampumep, OT aTaku Ha MapLIPyTU3aTop)?

64.KakoBa ponps MapuipyTuzanuu B npotokonax TCP/IP?

65.YTo Takoe cucrema 1oMeHHbIX uMeH (DNS)?

66.Kakyto 3aiady pemraet cucteMa JOMEHHbIX UMEH?

67.YTo Takoe JOMEHHOE UM ?

68.Kak ycTpoeHa nepapxudeckasi CTpyKTypa JOMEHHBIX UMEH?

69.4Yt1o Takoe kopHeBOM ToMeH B DNS?

70.KakoB hopmaT JOMEHHOTO UMEHU?

71.YT10 Takoe MOAIOMEH U KaK OH CO3/1aeTCsI?

72.YeM oTIMYAETCSA JOMEHHOE UMSI BTOPOT'O YPOBHS OT TPETHETO YPOBHS?

73.Yto Takoe 30Ha DNS?

74.Kaxkyto poiib urpaet cepBep uMeH (name server) B cucteme DNS?

75.YeM oTIM4aeTCsl aBTOPUTETHBIN CEPBEP UMEH OT PEKYPCUBHOTO?

76.YTo Takoe 3anuck pecypca (resource record) B DNS?

77.Kakue OCHOBHBIE THUIIbI 3aMKCEN CylecTBYOT B DNS?

78.Uto Takoe A-3anuck 1 KakoBa €€ posib B DNS?

79.Kaxk paboTaeT mpoiiecc pa3penieHus JOMEHHOTO UMEHHU ?

80.UeM oTIMYAETCA PEKYPCUBHOE Pa3pelIeHUE OT UTEPATUBHOTO?

81.Kakyro poJib UrpaeT K3IMIUPOBAHUE B ITPOLECCE pA3PEIICHUS UMEH?

82.Kak nonro DNS-cepBep XpaHUT K3IIMPOBAHHBIE JaHHBIE?

83.Yto mpoucxoaut, eciu DNS-3anuce umeet ucrexkmmii TTL?



84.Yto takoe DNS-3anpoc (DNS query)?

85.Yem otnmuaercs npsimoit DNS-3amnpoc ot o6patHoro?

86.Kax pabotaeT o6patHOe paspemierrie DNS?

87.Yto Takoe DNS-cepBep KOpHEBOTO YPOBHSI?

88.Uto Takoe aTtaka Tuma "oTpasieHue kama" (cache poisoning)?

89.Kak pabotaet aTaka "yenoBek nocepeaune” (Man-in-the-Middle) B8 DNS?
90.Kakue MeTo/Ibl 3aIUThI UCIIONB3YIOTCS IS IpeIoTBpanieHus atak Ha DNS?
91.Y1o Takoe DHCP n kakoBa ero ocHoBHas 3ajia4a?

92.Kak DHCP aBTomaTu3upyert npoiecc pacunpeaenenus [P-agpecos?
93.Kakyto npobsemy peraetr DHCP B 60onbiux cetsax?

94.Yto o3nauaet abbpeBuatypa DHCP?

95.Kakue oCHOBHbIE KOMIIOHEHTHI y4acTBYIOT B ipouiecce DHCP?
96.Kakyto posib urpaet DHCP-ceppep?

97.Yto takoe DHCP-knuent?

98.Kakue napamerpsl, kpome [P-agpeca, npenocrasisier DHCP-cepsep?
99.KakoB npouiecc apenast IP-anpeca 8 DHCP?

100. Kax xnmuenTt oOHOBIsIeT cBOTO apeHay [P-aapeca?

101. YTo npou3ouIeT, €Cu KIUEHT HE CMOXKET OOHOBUTH CBOIO apeH Ty ?

102. Uto takoe DHCP-nuana3on (scope)?

103. Kakue mapamerpsr MOxkHO HacTpouTs B nuanazone DHCP?

104. Yewm oTnmmuaerca cratnyeckuit [P-aapec oT 1uHaMUYECKOro,
HazHayaemoro DHCP?

105. Kax DHCP pa6oraet B cpejie ¢ HECKOJIBKUMU MOACETIMU?

106. Urto takoe IP-aapec mo ymonuanuto (default gateway) u xak ero
HazHayaeT DHCP?

107. Kak DHCP na3znauaet Mmacky nojaceTtu?

108. Urto takoe DNS-cepBep 1 Kak ero napaMeTpsl NepeaaroTcs yepes
DHCP?

109. Kaxk nHactpouts anerepHaruBHbiii DNS-cepsep uepes DHCP?

110. Yro Takoe mapameTp Bpemenu apeHsl (lease time)?

I11. Kakue metons! cymecTByroT Ais pactpenenenus [P-anpecos B
DHCP?

112. Yewm oTtnmmuaerca meron pacupenenenus [P-agpecos mo 3ampocy
(manual) ot aBTOMaTHueckoro (automatic)?

113. Urto takoe pe3epBupoBanue [P-aapeca (IP reservation)?

114. Kak nactpouts peszepsupoBanue [P-anpeca 8 DHCP?

115. Kaxk pabotaet pe3epBupoBanue [P-aapecos Ha ocHoBe MAC-aapeca?

116. Uro Takoe uckimouenue B nuanazone DHCP (exclusion range)?

117. JIns yero ucnonb3yrorcs uckinouenus B8 DHCP?

118. Kakue ocHOBHBIE m1aru BKIrOUaeT mpouecc noixydenus [P-aagpeca
yepe3 DHCP?

119. Kax nuarnoctupoBats npo6siemsl ¢ DHCP B cetn Windows?

120. Kaxkue noru ucnons3zoBats st nuarnoctuku padorst DHCP-cepBepa
B Windows?

121. Kakue xkoMaH]1b1 MOXKHO MCIIOJIB30BATh JIJIs MOTYyUYEHHS HH(DOpMaIu

o DHCP-knuenre B Windows?
122. Kakyto pois BeinonHsier koManja ipconfig /renew 8 DHCP?



123. Uro nemaet komanna ipconfig /release 8 DHCP?

124. Kax ynpasnsars nactpoitkamu DHCP-cepsepa 8 Windows Server?
125. Kaxue mapametpst moxkao HacTpouTh B DHCP-koncomn Windows?
126. Kaxkune npenmyiectsa npegocrasisger ucnonbszoBanne DHCP B

OOJIBIIMX KOPIIOPATUBHBIX CETIX?
127. Urto takoe Active Directory (AD)?

128. KakoBa ocHoBHas 3agaua Active Directory B cetsx?

129. Kakune Tunsl ceTeBbIX pecypcoB YIPABISIOTCS C TOMOLIbI AD?

130. Urto Takoe noMeH B KoHTeKcTe Active Directory?

131. KaxkoBa ctpykTypa Active Directory?

132. Urto takoe aepero (tree) B Active Directory?

133. Kak cBsi3anbl 1oMeHsbI B epeBe AD?

134. Uro Takoe opranuzanuonnas equnuia (OU) B Active Directory?

135. Kakyto ponp urpatotr oprannu3aiioHHble eIUHUIBI B AD?

136. Uro Takoe kouTposuiep qomeHa (Domain Controller) B Active
Directory?

137. Kakue QyHKIMM BHINOTHSAET KOHTPOJUIEP IOMEHA B CETU?

138. Yro takoe rmodanbHbIi katanor (Global Catalog) B Active Directory?

139. Kaxkyto posns urpaet rimodanbHbii katanor B AD?

140. Urto takoe cxema Active Directory?

141. Kakue 00bekThl BXOIAT B cxemy AD?

142. Kaxyto posb BBIOJHAIOT KJIacchl 00bEKTOB B cxeme Active
Directory?

143. Urto Takoe aTpuOyThl 00bEKTOB B AD?

144. Kaxkyro nadopmanuro cogepkar arpuOyThl 00bekTa B AD?

145. Urto Takoe moyib30oBaTeNbCKui 00beKT B Active Directory?

146. Kaxue aTpulyTsl coziepkat ydeTHbIE 3alliCH Moyib3oBaTesneil B AD?

147. Urto Takoe ydeTHas 3anuch KoMmnbiorepa B AD?

148. Kakyto posb BBITIOIHSIIOT YUETHBIE 3alIUCH KOMIIBIOTEPOB B AD?

149. Yro Ttakoe rpynmnsl B Active Directory?

150. YTto Takoe 10BEpUTENIbHBIE OTHOIIEHUS (trusts) Mexay ToMeHamu?

151. Kakwne Thnel 1oBEpUTENBHBIX OTHOLIEHUH CyIIEeCTBYIOT B AD?

152. UTo Takoe OHOHANPABIEHHOE U IByHANIpaBJIEeHHOE JoBepue B AD?

153. Urto Takoe nMmeHoBaHuEe 00bEeKTOB B Active Directory?

154. Kaxk paGortaet mexanusm pazpemienust imeH B AD?

155. Uro Takoe (pyHKIMOHAJIbHBIE YPOBHU JIOMEHA U jieca B Active
Directory?

156. Kaxkue dyHkiroHansHble YpOBHU CyIIECTBYIOT B AD 1 kak OHU
BIIUSIIOT HAa (DYHKITMOHAIBHOCTH?

157. Kaxk paGoTaeT pernnukanus JTaHHBIX MEXTy KOHTPOJIEpaMHU JOMEHOB
B AD?

158. Kakwue tumpl permkanuu cymecTByioT B Active Directory u kak oHH

BJIMAOT HAa IPOU3BOJHUTCIIBHOCTD cetu?



2.2. OueHoYHBbIE CPEACTBA JJIA IPOMEKYTOUYHOM aTTECTALIMH

BOHpOCBI JJIA IIPOBEACHUS aTTCCTAllMK

B dem paszHuia MeXay CTaTUUECKUM U TUHamMudeckum [P-agpecom?

JIns yero ucnons3yroTcs uckinouenus 8 DHCP?

Jlns yero npeanazHauensl [P-anpeca kinacca D u knacca E?

Kax DHCP aBromaruzupyet npoiiecc pacnpenenenus [P-agpecos?

Kax DHCP na3znauaeT macky nojceru?

Kax DHCP paGotaet B cpeie ¢ HECKOIbKUMHU MOACETAMU?

Kak Beirsigut macka noaceru s [P-agpeca kinacca A?

Kak Beirsigut macka noaceru nis [P-aapeca kiacca B?

. Kak Beirnsaaut macka noaceru st [P-agpeca knacca C?

10 Kax guarnoctupoats npo6siembl ¢ DHCP B cetn Windows?

11.Kak nonro DNS-cepBep XpaHUT K3IIUPOBAHHbBIC TAHHBIE?

12.Kak knueHT oOHOBJIsIeT cBoto apeHay [P-anpeca?

13.Kak MapripyTuzatop onpeaenser myTh s epeaadn JaHHBIX ?

14.Kak mapuipyTu3aTopbl yOPABISIOT CETEBBIMU 3a/I€pKKaMU U
neperpy3kamu?

15.Kak nactpouts anbrepHaTuBHbIN DNS-cepBep uepes DHCP?

16.Kak nactpouts pesepsupoBanue [P-agpeca 8 DHCP?

17.Kak pa6otaet IPv6 B ceTsax ¢ nByms cTekoBbIMU TipoTokoaamu (dual-stack)?

18.Kak paboraet araka "uenosek nocepeaune” (Man-in-the-Middle) 8 DNS?

19.Kak paboraet nunamudeckuiit NAT?

20.Kak paboraer quHaMu4ecKoe pacnpezenenue Tpaduka B ceTsx?

21.Kak paboraer MexaHU3M pa3penieHus: umeH B AD?

22.Kak paboraet oopaTHoe pazperieHue DNS?

23.Kak paboraet npoiecc pa3peiieHus: JOMEHHOTO UMECHH ?

24.Kak paboraet pesepBupoBanue [P-anpecos Ha ocnoBe MAC-anpeca?

25.Kaxk paboTtaet peruukanus JaHHbIX MEXIy KOHTpoJuiepaMu ToMeHOB B AD?

26.Kaxk paboraer ctatuueckuit NAT?

277.Kak cBs3aHbl JIOMEHBI B JiepeBe AD?

28.Kaxk ympasnsats HacTporikamu DHCP-cepsepa B Windows Server?

29.Kak ycTpoeHa uepapxuyeckasi CTpyKTypa JOMEHHBIX UMEH?

30.Kakue agpeca [Pv6 ucnonb3yrores st MHOroaapecHou (multicast)
nepenadn?

31.Kakue aTpuOyThl COAEPKAT YUETHBIE 3aMUCH ToJIb30Batene B AD?

32.Kakue auanasonsl [P-agpecoB oTHOCATCA K Kaccy A?

33.Kakue nuamna3onsl [P-afpecoB oTHOCATCS K Kiaccy B?

34.Kakue nuana3onsl [P-anpecoB oTHocsTCS K Kiaccy C?

35.Kakue auamna3onsl yacTHbIX [P-anpecoB cymiectBytot B [Pv4?

36.Kakue koMaH]Ibl MOKHO MCIIOJIB30BaTh JIJIsl OJTy4YEeHHS] HHPOPMALIUH O
DHCP-knuente B Windows?

37.Kakue noru ucnoyib3oBaTh A quarHoctuku padbotst DHCP-cepBepa B
Windows?

38.Kakue MeTo bl 3alUThI UCIIOIB3YIOTCS JJIs MpeloTBpalieHus atak Ha DNS?

39.Kakue MeToasl CylIecTBYIOT 115 pacnpenenenus [P-angpecos 8 DHCP?
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40.Kakre MexaHU3Mbl TYHHEIMPOBAHUS UCIIOJIB3YIOTCS i nepexona ot [Pv4
K [Pv6?

41.Kakne 00BEKTHI BXOIAT B cxemy AD?

42.Kakue ocHOBHbIE Bepcur [P-nipoTokosa cynecTByoT?

43.Kakne 0CHOBHBIE KOMIIOHEHTHI Y4acTBYIOT B npouecce DHCP?

44.Kaxne OCHOBHBIE Pa3JINUUs CYIECTBYIOT MEKy IPOTOKOJIAMHU
Mapupytuzaunu 1 [Pv4 u [Pv6?

45.Kakne OCHOBHBIE THIIBI aIPECOB CYIIECTBYIOT B [Pv6?

46.Kakre OCHOBHBIE THIIBI 3anIMCEN CyIIECTBYIOT B DNS?

47.Kakue OCHOBHBIE I1Iary BKIIIOYAET Mpoliecc noiayuyenus [P-agpeca uepes
DHCP?

48.Kakue mapametpsl MoxHO HacTpouTh B DHCP-konconu Windows?

49.Kakue nmapaMmeTpbl MOXKHO HACTPOUTH B quanazone DHCP?

50.Kakue napamerpsl, kpome [P-agpeca, npenocrasisier DHCP-cepsep?

51.Kakue npeumyniectsa naet ucnosibzoBanue [Pv6 o cpaBuenuto ¢ [IPv4?

52.Kaxkue npeumyinectBa npeaoctapisiet ucnoiabzoBanne DHCP B Gonbmmx
KOPHOPATUBHBIX CETAX?

53.Kakue cymecTByrOT METO/Ibl OaJaHCUPOBKU HArpy3KU B MaplIpyTH3aLUN?

54.Kakue CymecTByIOT MEXAHU3MBbI 3aIUThl MapIIPyTU3ALUU OT aTak
(Hampumep, OT aTaku Ha MapUIPyTU3aTOP)?

55.Kakue tunel NAT cyniectByroT?

56.Kakue TuIbl JOBEPUTENBHBIX OTHOIIEHUI CyIIECTBYIOT B AD?

57.Kakue Turmbl perimkaium cynecTByroT B Active Directory u kak oHu
BJIUSIIOT HA MIPOU3BOAUTEIILHOCTD CETH?

58.Kakue TUIIbI CETEBBIX PECYPCOB YIPABISIOTCS C MOMOIIbI0 AD?

59.Kakue pyHKIIMM BBIMOIHSAET KOHTPOJUIEP JOMEHA B CETU?

60.Kakue pyHKIIMOHATBHBIE YPOBHU CYIIECTBYIOT B AD U Kak OHU BIUSIIOT Ha
(GyHKIIMOHATHHOCTH?

61.KaxkoB nporiecc apenasl [P-agpeca 8 DHCP?

62.KakoB mpoiiecc 100aBJIeHUs] MapUIpyTa B TAOJUILY MAPLIPYTU3ALINU?

63.KakoB hopmaT JOMEHHOTO UMEHU?

64.KakoBa ocHoBHas 3a1a4a Active Directory B ceTsix?

65.KakoBa 0CHOBHas 3a7ja4a MaplpyTu3anuu?

66.KakoBa ocHOBHas cTpykTypa [Pv4-aapeca?

67.KakoBa ocHOBHas cTpykTypa [Pv6-aapeca?

68.KakoBa poJib MapiipyTuzamnuu B mpotokosax TCP/IP?

69.KakoBa ctpykrypa Active Directory?

70.KakoBa (hyHKIIHS 1ITI03a IO YMOJIYaHUIO?

71.KakoBa 11e1b UCIOIb30BaHUsI MACKU MOJCETH?

72.Kakyto 3a1auy pemraeT CucTeMa JOMEHHbIX UMEH?

73.Kaxkyto nndopmaruto cogepxar aTpudyTsl 00bekTa B AD?

74.Kaxyto nH(popmaIuio coaepKuT Tabiiuiia MapipyTU3aun?

75.Kakyto ipobisiemy permaetr DHCP B 60onbiux cetsax?

76.Kaxkyto posib BbinosiHgeT komanaa ipconfig /renew 8 DHCP?

77.Kakyto poJib BBIOJTHAIOT KJ1acChl 00bEKTOB B cxeme Active Directory?

78.KaKy1o poJib BBINOJHAIOT YYETHBIE 3aIIMCH KOMITBIOTEPOB B AD?

79.Kakyro poisib urpaet DHCP-ceprep?



80.Kakyto ponb urpaet rinobdanbHbiit katajgor B AD?

81.Kakyto poap urpaeTt K3UMpPOBAHUE B MPOLIECCE PA3PELICHUS UMEH?

82.Kakyto posnb urpaet cepBep uMeH (name server) B cucreme DNS?

83.Kakyto ponb urpatot 3anucu DNS B [Pv6?

84.Kakyro poib urpatoT OpraHu3aioHHble eIUHUIBI B AD?

85.Kakyto ponb urpatot npedukcsl B IPvo-aapecaruu?

86.1Ipumepsl BHEMTHUX NPOTOKOJIOB MAPLIPYTU3ALINH.

87.1Ipumepsl BHYTPEHHUX MPOTOKOJIOB MapIIPyTHU3ALUH.

88.Ckonbko OUTOB conepxkut [Pv4-anpec?

89.Ckonbko OUTOB conepxkut [Pvo-anpec?

90.Cxonbko knaccoB [P-anpecoB cymiectByeT B [Pv4?

91.Yem otninuaercs [Pv4 ot IPv6?

92.YeM oTiM4aeTCsl aBTOPUTETHBIN CEPBEP UMEH OT PEKYPCUBHOTO?

93.UeM oTn4aeTcsi JOMEHHOE UMsI BTOPOT'O YPOBHS OT TPETHETO YPOBHS?

94.Yem otnmuaercst MeToJ pacnpeaenenns [P-anpecos no 3ampocy (manual) ot
aBTOMATHUYEeCKOTO (automatic)?

95.Yem otnmuaercs npsimoit DNS-3ampoc ot 06patHOTro?

96.Yem oTiM4aeTCs peKypCUBHOE Pa3pelICHUE OT UTEPATUBHOTO?

97.YeMm oTnn4aeTcs cTaTUdecKas MapIpyTH3alus OT JMHAMUYECKON?

98.Uem oTinuaeTcs ctaTuueckuil [P-agpec oT AuHaMU4ecKoro, HA3HAYAEMOT O
DHCP?

99.Yem orimuatorcs [P-anpeca knacca A, B u C?

100. Uem oTmuarotcs unicast, multicast u anycast aapeca B [Pv6?

101. Urto nenaet komanza ipconfig /release 8 DHCP?

102. Uro o3nauaet abopeBuatypa DHCP?

103. Uto nmpouzoitier, eciii KIUEHT HE CMOXKET 0OHOBUTH CBOIO apeHAy?
104. Uto nmpoucxoaut, ecnu DNS-3anuce umeet uctexmmuii TTL?

105. Urto takoe Active Directory (AD)?

106. Uto Takoe A-3amuch U KakoBa €€ posib B DNS?

107. Urto takoe DHCP u kakoBa ero ocHOBHas 3aja4a’?

108. Yro takoe DHCP-auanasos (scope)?

109. Uto Takoe DHCP-knuent?
110. Urto takoe DNS-3anpoc (DNS query)?

I11. Uto Takoe DNS-cepBep u Kak ero napaMmeTpsl NEPEAAIOTCS Yepe3
DHCP?

112. Uto Takoe DNS-cepBep KOpHEBOTO yPOBHS?

113. Urto takoe IP-aapec mo ymonuanuto (default gateway) u xak ero
HazHayaeT DHCP?

114. Uro takoe [P-agpec?

115. Uro takoe NAT u kak on paboraer?

116. Uro Takoe aapecanus 6e3 cocrosinus B [Pv6?

117. Uto Takoe aCMMMETPUYHAS MAPLIPYTU3ALHNS U B UEM €€
0COOEHHOCTH?

118. Yro Ttakoe ataka Tuna "orpaBieHue kdma" (cache poisoning)?

119. UYro Takoe aTpuOyThl 00beKTOB B AD?

120. Urto takoe BpeMeHnHble MeTKU (TTL) 1 kak OHU UCTIONIB3YIOTCS B

MapuIpyTH3alun?



121. Uro Takoe rnobanbubiit katanor (Global Catalog) B Active Directory?

122. Uro Takoe rpynmsl B Active Directory?

123. Uro Takoe aepeso (tree) B Active Directory?

124. UTto Takoe AOBEPUTENIbHBIE OTHOILIECHHUS (trusts) Mexly JoMeHaMu?

125. Yrto Takoe 1oMeH B KoHTekcTe Active Directory?

126. Uto Takoe TOMEHHOE UM ?

127. Urto Takoe 3amuck pecypcea (resource record) B DNS?

128. Yo takoe 30Ha DNS?

129. Urto Takoe nMeHoBaHue 00bEeKTOB B Active Directory?

130. Urto takoe uckimodyeHue B quamnazone DHCP (exclusion range)?

131. Uto Takoe kinaccel [P-agpecos?

132. Uro Takoe kouTposuiep qomeHa (Domain Controller) B Active
Directory?

133. Urto Takoe kopHeBo JomeH B DNS?

134. UTto Takoe MapHpyTU3aTOp U KAaKOBa €ro PoJib B CETU?

135. Urto Takoe MapuipyTu3anus B CeTU?

136. Urto Takoe MapupyTH3aluus 1o KpaTyameMy myTu?

137. Yro Takoe METPUKA B MapIIPyTU3aLUHU U KaK OHA UCIIOIb3YETCS?

138. Urto Takoe MyJIbTUIIPOTOKOJIbHAS MapupyTusamus (MPLS)?

139. UTo Takoe OHOHANPABIEHHOE U IByHANIpaBJIEHHOE JoBepue B AD?

140. Urto takoe opranuzanuonHas eauauia (OU) B Active Directory?

141. Urto Takoe mapameTrp BpeMeHu apeH bl (lease time)?

142. YT0 TaKOe NOJJIOMEH U KaK OH CO3J1aeTCs?

143. Urto Ttakoe mojaceTs (subnet)?

144. UTto Takoe moJyib30BaTeNbCKU 00BeKT B Active Directory?

145. Uro Takoe mpedukc U Macka B 3alucu Mapuipyra’?

146. Urto takoe npotokos DHCP u kak on cBsizan ¢ [P-agpecamu?

147. Urto takoe npotokos ICMP u kak oH cBsi3au ¢ [P?

148. Uto Takoe mMPOTOKOJIbI MAPIIPYTU3ALUUA YPOBHS JOCTYNA U UX POJb?

149. YTo Takoe NpOTOKOJIbI MAPIIPyTH3aLUNA?

150. Yro takoe myOnuunsie [P-aapeca?

151. UYro Takoe pesepBupoBanue [P-agpeca (IP reservation)?

152. Uto Takoe cucrema qoMeHHBIX nMeH (DNS)?

153. Urto takoe cxema Active Directory?

154. Urto Takoe Tabiuia MappyTu3anuu?

155. Uto Takoe yueTHas 3alnuch Komibiorepa B AD?

156. Urto takoe ¢parmenrtanus [P-naketon?

157. Uro Takoe (GyHKIMOHAJIBHBIE YPOBHU JIOMEHA U jieca B Active
Directory?

158. Uto Takoe yactHbie [P-anpeca?



