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1. ITACITIOPT ®OHJIA ONEHOYHbIX CPEJACTB

1.1. Ob6sacTh NPpUMEHEHUA

®onpa oneHouHblx cpeAcTB (POC) — HeoThemyeMas dYacTh pabouei
nporpaMMbl TUCHUIUIMHBI (MoayJisi) CTaTUUeCKUM aHaIM3 MPOrpPaMMHOIO KojAa U
npeaHa3HaueH [ KOHTPOJISI U OLIEHKH 00pa30BaTEIbHbBIX IOCTUKEHUM CTYJIEHTOB,
OCBOUBILIUX MIPOTPAMMY JTUCHMIUIMHBI (MOJTYJIST).

1.2. Ilenu u 3agaum (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJATOTOBKH 00YUaroIIerocs
tpeboBanusmM DI'OC BO OGakamaBpuar / choenmuajauTeT / Marucrparypa Mo
HanpasiaeHno noarotoBku 09.04.04 IlporpaMmHas MHXKEHEPUS, YTBEPKIACHHOTO
npukazoM MuHnucrepcTBa oOpa3zoBanus U Hayku Poccuiickoit deneparuu ot 19
ceHTsa0pst 2017 1. Ne 932 (¢ uBMEHEHUSIMU U JOTIOTHEHUSIMU ).

1.3. Ilepeuyenb kommeTeHuHi, GopMHPyeMbIX B Ipolecce OCBOCHUSA
OCHOBHO# 00pa30BaTe/IbHOI MPOrpaMMBbl
[Ipouecc ocBOEHUsT AUCIUIUIMHBI HAITPaBJIeH Ha OPMUPOBAHUE CIIETYIOLIUX

KOMH@TGHHI/Iﬁ N HHAUKATOPOB UX JOCTHUIKCHHA:

Koa mo ®I'OC BO | NHaukaTop NOCTHKEHUS
YHuBepcaabHbIC

O6menpodeccuoHaIbHBIC

OIIK-8.1. 3nate MeTob1 3 (HEKTUBHOTO
yIpaBlIeHUs pa3padOTKON MPOTpaMMHBIX
CPEJICTB U MPOEKTOB

OIIK-8. Cnioco0eH ocy1IecTBIsATh OIIK-8.2. YmeTrb npuMeHsTh 3 pekTuBHOE
3¢ deKTUBHOE YIIpaBICHUE Pa3pabOTKON yhpaBiieHue pa3paboTKOil MporpaMMHBIX
IMpOrpaMMHBIX CPEACTB U IIPOCKTOB CpE€ACTB U IMTPOCKTOB

OIIK-8.3. BiageTs HaBbIKAMHU

s pexTUBHOTO yrpaBiaeHUs pa3paboTKOH
IIPOrpaMMHBIX CPEACTB U IPOSKTOB
IIpodheccrnonanbHbIC

[TIK-1.1. 3HaTh MeTO/IBI yIIPABICHUS
WH(GOPMAIMOHHBIMU TPOIECCAMH

[TIK-1. 3Hanue MeTOI0B OPraHU3aINU U [TIK-1.2. YMeTh ynpaBiasiTh NPOCKTAMHU 10
yrIpaBlieHUs] THPOPMAITMOHHBIMHE MpoIileccaMu | HHPOPMATU3AIUU TPEIIPUITAN

[TK-1.3. BnageTs HaBbIKAMH MPAKTUYECKOTO
yIpaBieHUs TPOEKTaMH 110
uHGbOpMaTU3ALUY TPETPUITHIA

1.4. Dransl ¢popMUpOBaAHMS KOMIIETEHUWH W CPeICTBA OLEHUBAHMS
YPOBHS UX ¢)OPMHUPOBAHHOCTH

Jransbl popmupoBaHusa komnereHuuil | Komnerenuun KoHTpo/IbHO-0LIeHOYHbIE
cpeacTBa / cnocod ONeHNBAHUA




Tema 1. Benenue. [IpoGiema I1IK-1; OIIK-8; | Beimonnenue nabopaTOpHBIX
6e3onacuoctu 10 u crarnyeckuii pabot
aHaJIn3.
Tema 2. [IpuMeHeHue cTaTHYecKoro I1IK-1; OIIK-8; | Brimonnenue nabopaTOpHBIX
aHanu3a st OOHAPYKEHUS pabor
MOTEeHUUANIbHBIX yrpo3. KaTeropuu
YA3BUMOCTEMN
Tema 3. ABTOMaTHU3UpOBaHHBIE [1K-1; OIIK-8; | Brimonnenue 1a60paTOPHBIX
HHCTPYMEHTBI CTATUYECKOr'0 aHaJIN3a. pabor
Tema 4. CtaTrueckuii aHanu3 IS [1K-1; OIIK-8; | Brimonnenue 71a00paTOPHBIX
Ppa3IMYHBIX SI3BIKOB IIPOTPAaMMUPOBAHUS. pabor
Tema 5. OcOOEHHOCTH CTaTUYECKOTO [1K-1; OIIK-8; | Brimonnenue 1ab0paTOPHBIX
aHayu3a nporpamMm Ha Python. pabor
Tema 6. Cratnueckuii ananus npoekto | [IK-1; OIIK-8; | Beimonnenue 71ab0paTOPHBIX
Ha C#. pador
Tema 7. Katanor CWE u B1Y. [1IK-1; OIIK-8; | Brimonnenue 1a0b0paTOPHBIX

paboT
Tema 8. Metogas! yctpanenus aedgexro | [1K-1; OITK-8; Brinosnnenue 1a00paTOPHBIX
B KOJIE. pador
Texymas aTTecTanus [1IK-1; OIIK-8; | KonrponbHas paborta

I1K-1; OIIK-8; | Dk3aMeH (IMCbMEHHBIN)

IIpomeskyTOUHAs aTTecTALMS

1.5. Onucanue nokasarese (POPpMHUPOBAHUA KOMIIETEHIHT

Koa xomnerennuu

Pe3yabTarhbl cChOPpMHUPOBAHHOCTH

OIIK-8. Crioco0eH ocyIIecTBIsATh
3¢ deKTUBHOE YIIPaBICHHUE
pa3paboTKOM MPOrpaMMHBIX
CPEICTB U MPOEKTOB

Bnaneer

OIIK-8.1. 3naer Mmetoapl 3(PGEKTUBHOTO YIPaBICHUS
pa3pabOTKOil  MPOrpaMMHBIX
OIIK-8.2. Ymeer npuMeHATh 3()(PEeKTHBHOE yIpaBiIeHUE
pa3pabOTKOil  MPOTrpaMMHBIX
OIIK-8.3.

HaBbIKaMH

CpeaACTB HU  IIPOCKTOB

CPEICTB M  IPOCKTOB
3¢ HEKTUBHOTO
yIpaBieHHusi pa3pabOTKOW MPOrpaMMHBIX CPEICTB H
POCKTOB

[1K-1. 3ganue MeTOI0B

OpraHu3aluy U YIPaBICHUI nponeccamu
ITK-1.2. Ywmeer
WH(GOPMAIIMOHHBIMU TPOIIECCAMHU
nHpopMaTH3aIu

[1K-1.1. 3naer mMeToab! yrpaBieHusI HHOOPMAITTOHHBIMU

YIIPaBJIATH

MIPOEKTaMHU 1o
NPEINPUATHI

I1K-1.3. Bnazneer HaBbIKaMU IPAKTUYECKOTO YIIPaBICHUS

POEKTAMU 10 UH(POPMATU3ALUH ITPEIIPUATHIA

1.6. Kpurepun oueHUBaHMSI KOMIIETEHUMH HA Pa3HbIX 3JTanax Hx

(popMupoBaHus




Buj yueOHo#H padoThl |

KoanuyecTBo 0aJ1710B

3 cemectp / 4-5 TpuMeECTp

(002 ]0) 0-390 390
OdopmiieHre 0TYETOB MO JTAOOPATOPHBIM 30 6amwtoB
paboTaM
PaboTa Ha 1a00paTOPHBIX 3aHATHIX 30 6autoB
BrinmonHeHNEe TECTOBLIX 3aJaHuN -
BrinonHeHue 3a1aHUi cCaMOCTOSITEILHOU 10 6atoB
pabOThI
9K3aMeHa 30 6atoB
HToro 3a cemecrtp: 100 6anmoB
Bcero 100 GamioB

HaxonureanHas cucrema ouneHuBanug mo 100-0aaanbHoM mkaJjae

Yerpipexodai-
JbHAA cUcTeMa
OlleHUBAHMS
IK3aMeHa

100-
0a/lIbHAA
HIKAJIa

BykBennas mkaJja, coorsercrpyromas 100-
0a/UIbHOM HIKAJIe

Cucrema
OLICHUBAHUSA
3ayera

OTJINYHO

90-100

A — OTJIMYHO — TEOPETUIECKOE COJIePIKaHUE Kypca
OCBOCHO IMMOJTHOCTBIO, O6€3 mpo0eoB; HeOOX0IUMBbIC
MPAKTHYECKHE HABBIKH Pa0OThI ¢ OCBOCHHBIM
MaTepuaioM c(hOPMUPOBAHBI; BCE
MpeyCMOTPEHHBIE IPOTpaMMOi 00yICeHHUS
y‘-IC6HBI€ 3aJaHus BBIIIOJIHCHBI, KAUCCTBO UX
BBIIIOJTHEHHS OLIEHEHO YHCJIOM 0alioB, OJIM3KHM K
MAaKCUMAJIbHOMY

Xoporo

83-89

[B — 0YeHb XOPOIIIO — TEOPETHUECKOE COJICPIKAHHE
Kypca OCBOCHO MOJTHOCTRIO, 6€3 mpoOeioB;
HEOOXO0IMMBbIC TIPAKTUYECKUE HABBIKU PAOOTHI C
OCBOCHHBIM MaTE€PHAIOM B OCHOBHOM
c(OpPMHUPOBAHBI;, BCE IPEAYCMOTPEHHBIC
MporpaMMoi 00ydeHwHsI y4eOHbIC 3a1aHuUs
BBITTOJIHEHBI, KAYECTBO BBIOJIHEHHSI OOJIBITNHCTBA
13 HUX OLICHECHO YKMCJIOM 0allJIoB, OJIM3KHUM

K MAaKCUMAJIbHOMY

Xopomo

75-82

C — xopo110 — TeopeTHYecKoe cofepkanue Kypca
OCBOCHO TOJTHOCTBIO; HEKOTOPBIC MTPAKTHYECKHUE
HABBIKK pa0OTHI C OCBOCHHBIM MAaTEPUAIOM
c(OPMHPOBAHBI HEJIOCTATOYHO; BCE
MIPelyCMOTPEHHBIE TIPOTPAMMOii 00yICHHUS
y4eOHbIC 3a/IaHUSI BBHITIOJTHEHBI, KAY€CTBO
BBITIOJTHEHUS] HA OJTHOTO U3 HUX HE OIICHEHO
MUHHMAJIbHBIM YUCIIOM 0aJIIOB, HEKOTOPBIE BHIBI
3aJIaHUH BBITIOJIHEHBI ¢ OIUOKAMU

Y noBnerBo-
PHUTEIBHO

63-74

D — yI0BIETBOPUTEIHHO — TEOPETHUECKOE
CoJIepKaHNE TUCIUILTHHBI OCBOCHO YaCTUYHO, HO
po0eITbl He HOCAT CYHIECTBEHHOTO XapaKTepa;
HEOOXOIUMbIC TIPAKTUUYECKUE HABBIKU PaOOTHI

C OCBOCHHBIM MaTepHaIOM B OCHOBHOM
c(hOpMHUPOBAHBI; OOJBITUHCTBO
peyCMOTPEHHBIX IPOTPaMMOil 00yUeHHUs
yueOHBIX 3aJ[aHUi BBIIIOJHEHO, HEKOTOPBIC

3auteHo




13 BBINTOJIHCHHBIX 3aI[aHPII>'I, coacpxkar OIIMOKHU

VY nosneTBo-
pUTEIBHO

50-62

E — nocpencTBeHHO — TEOpEeTHYECKOE
coJiep’KaHue Kypca OCBOEHO YaCTHYHO;
HEKOTOpBIE MPAKTUUECKHE HABBIKU PAOOTHI

He chopMUPOBaHBI, MHOTHE TIPETYCMOTPEHHBIE
MporpaMMoii o0yueHus yueOHble 3a/1aHus

HE BBITIOJHEHBI JTHOO KaYeCTBO BBHIIOJHEHHUS
HEKOTOPBIX M3 HUX OIICHEHO YHCJIOM 0alljioB,
OJIM3KUM K MUHUMAIIEHOMY

Heynosnerso-
PHUTEIBHO

2149

FX — Hey10BJIETBOPUTEIEHO — TEOPETUIECKOE
coJiepKaHne Kypca OCBOGHO YaCTHUYHO;
HEOO0XOIUMBIC TIPAKTUYECKHAE HABBIKU PaOOTHI
He C(OPMUPOBAHBI; OOJILITUHCTBO
MIPEyCMOTPEHHBIX MPOTPAMMOii 00yUYESHHS
y4eOHBIX 3aJJaHHI HE BBITIOJTHEHO JIMO0 Ka4eCTBO
UX BBITIOJIHEHUS OIICHEHO YMCIIOM 0aJlIoB,
OJIM3KUM K MUHUMAIILHOMY; TIPH
JOTIOJTHUTEIPHON CaMOCTOSITEIIbHOM paboTe HaT
MaTepHUaIoM Kypca BO3MOXHO MOBBIIICHHE
Ka4yecTBa BBINOJHEHHSI YUCOHBIX 3aaHUI

Heynosnerso-
PHUTENBHO

0-20

F — HEey10BIETBOPUTENHHO — TEOPETUIECKOE
coJiepKaHue Kypca He OCBOEHO; HEOOXOUMbIe
MPAKTUYECKHE HABBIKH PAOOTHI

He c(hopMUPOBaHBI; BCE BBIIIOJIHEHHbIE yUeOHBIE
3aJJaHus COJepXKaT IrpyObie OMIHOKH,
JIONIOJTHUTENbHAsL CAMOCTOsATENIbHAs paboTa Hajl
MaTepHaioM Kypca He MPUBEET K KaKOMY-JITH00
3HAYMMOMY TOBBIILICHUIO KAUY€CTBA BHIMOJIHEHUS
YUeOHBIX 3aJaHUH

He 3aureno




2. KOHTPOJIBHO-ONEHOYHBIE CPEJCTBA

2.1. OueHoYHBIE CPEACTBA TEKYIEr0 KOHTPOJIA (TUIIOBBIE)

Bomnpock! a1 TeKymero KOHTpois:

. Uro nmpenacrapiiser co00i CTaTUYECKUN aHATU3 MPOrPaMMHOTO Koja?
Kaxue ocHoBHbie mpo0sembl 6e3omnacHocTu [10 MOryT BO3HUKHYTH Ha
paHHUX 3Tanax pa3padboTku?

3. Kak cratuyeckuii aHajan3 MOMOTaeT B PEIICHUH MPOOIIeM Oe30acCHOCTH

IpOrpaMMHOro odecrieucHus?

4. B ueMm paznuune MEXAY CTATUHYECKUM U TMHAMUYECKUM aHaJIUu30M Kojaa?

Kakue npenmyiecTsa npeaocTaBiigeT UCIOIb30BaHUE CTATUYECKOTO

aHaiu3a JJIsd BBIABICHHS Yrpo3 0€30MacHOCTH?
6. Kakue Tumel ya3BUMocTel MOTyT ObITh OOHAPYKEHBI C UCIIOJIb30BAaHUEM
CTaTUYECKOr0 aHajau3a?

7. KakoBa poJib CTaTHYECKOTO aHaIM3a B MIPEAOTBPALICHUH aTakK, CBA3aHHBIX C
WHBEKIIUIMU?

8. Kakue kpuTndeckue ysi3BUMOCTH 0€30M1aCHOCTH MOKET BBISIBUTH
CTaTUYECKUU aHaIu3?

9. Kak craTuyeckuii aHajInu3 MOXKET COJEHCTBOBATH 00ECTICUECHHUIO
COOTBETCTBHS CTaHAapTaM 0€30MacHOCTH Koja?

10.Kakue nHCTpyMEHTHI CTATUYECKOr0 aHaJIM3a MOTYT UCIIOIb30BAThCS IS
pemeHus npoodsiem 6e3omacuoctu [107?

11.KakoBa poJib CTATUYECKOr0 aHaJIN3a B IPEAOTBPALICHUH aTaK Ha

ayTEeHTHU(PUKALUIO U aBTOPU3ALINIO?

12.Kak cTaTnyeckuii aHaau3 MOXKET MOMOYb B ITPEIOTBPALLICHUN aTaK

CBSI3aHHBIX C MEKCAUTOBBIM CKPUIITUHIOM?

13.Kakue BbI30BBI MOTYT BOBHUKHYTH IPU BHEAPEHUU CTATUUECKOTO aHaIu3a B

pa3paboTky?

14.B dem 3akiroyaeTcsi IpUHIMN "0€30MacCHOCTh C caMoro Hayajna" U Kak ero

peanu3oBaTh C UCIOIb30BAHUEM CTATHYECKOTO aHaIn3a?

15.Kak craTnyeckuii aHaiau3 BIMAET Ha OOIyI0 O€30MaCHOCTh MPOTPAMMHBIX

MPOAYKTOB?

16.Kakue acnekTsl KoJia MOTYT ObITh aHAIM3UPOBAHBI CTATUYECKU C TOUKH

3peHHs OE301TaCHOCTH?

17.Kakue mepbl 6€301MacHOCTH MIPEIOCTABIISAET CTATUYCCKUN aHATIN3 B

KOHTEKCTE 00pabOTKM BBOJA JAHHBIX ?

18.KakoBa poJib CTAaTUYECKOT0 aHAJIN3a B BBISIBJICHUH OTEHIHAIBHBIX YTPO3

0€30MacCHOCTH B CTPYKTYpPE MPUIIOKEHUS?

19.Kak cTaTuueckuii aHaau3 MOKET ObITh MHTETPUPOBAH B MPOIECC

HETMPEPHIBHON MHTErpalluy U pa3BepThIBAaHUSA?
20.Kakue npo6siemMbl 0€301MaCHOCTH Yallle BCEro BO3HUKAIOT U3-3a
HEJ0CTaTOYHOI0 BHUMaHUs K 0€30MaCHOCTH Ha paHHUX dTarnax pa3padoTKu?
21.Kak cTaTU4eCcKUil aHaJIu3 MOKET COJCHCTBOBATh CHIKEHUIO YMCTIa
ySI3BUMOCTEH, CBSI3aHHBIX ¢ 00paboTKOM (aiiaoB?
22.Kakue cTaHaapThl 1 PEKOMEHAAINHN M0 0€30MaCHOCTH MOTYT OBITh YUTCHBI
IIPU UCIIOJIb30BAHUU CTATUYECKOr0 aHaIu3a?

N —

W



23.Kak n3mMeHeHus B KOJIE, IPEJIOKEHHBIE CTATUYECKUM aHAIIM30M, MOTYT
MOBJIMSATH Ha OOIIYI0 0€30MacHOCTh MPUIIOKEHUS?

24 Kak cTaTH4eCKHU aHaJu3 IOMOTAET BBISBIIATH U IPEAOTBPALIATh YTEUKH
KOH(MUICHIIATEHON MHGOpMATTIH?

25.KaKoBbI OCHOBHBIE BBI30BBI ITPH BHEIPEHUH CTATUYECKOIO AHAJIN3A B
OOJIBIINE U CIIOKHBIE TIPOEKTHI?

26.Kak craTnyeckuii aHaliu3 MOXET IOMOYb B PEIICHUH NMPOOJIEM, CBA3aHHBIX C
HEJIOCTATOYHOW IPOBEPKON BXOJIHBIX JAHHBIX?

27.Kakue npuHIUIbI oOecrieuyeHust 6€30MacHOCTH Yallle BCero HapyIarTcs
pu pa3zpabOTKe NPOrpaMMHOI0 00ECIIEUEHMs], U KaK CTaTUYECKHUI aHaIu3
MO’KET IIOMOYb UX cOOIt0CTU?

28.Kakue pekoMeHAaMu 1Mo 00ecrneyeHnto 6e30MacHOCTH MOTYT ObITh
IIPEIOCTABIEHBl CTATUYECKUM aHAJIA3aTOPOM?

29.Kak cratuyeckuil aHaiu3 BIUSET Ha OOLIYI0 MPOU3BOAUTEIBLHOCTD U
3¢ (HEeKTUBHOCTH pabOTHI pa3pabOTYNKOB B KOHTEKCTE O6e3omacHocTu [10?

30.Kak M0OxHO o11eHUTh 3()(HEKTUBHOCTh UCTIOIB30BAHUS CTATUYECKOTO
aHanu3a I penieHus npoodsiem 0e30MacHOCTH TPOrpPaAMMHOTO
oOecrnieueHus?

31.Kakue kareropuu ys3BUMOCTEN MOTYT OBbITh BBISIBJIEHBI C UCIIOJIb30BAHUEM
CTaTUYECKOr0 aHanu3a?

32.Kak cTaTu4yeckuil aHaIu3 MOMOTaeT B BBISIBJICHUU yTIPO3 0€30MacHOCTH Ha
paHHUX 3Tanax pazpaboTku?

33.Kakue Tumbl atak Ha 0€30MacCHOCTh YaCTO OOHAPYKUBAIOTCS IIPU
CTaTUYECKOM aHaJIN3€e Koaa?

34.Kak cTaTu4ecKnid aHajau3 CIIPaBJISAETCS C yTpO3aMu, CBA3aHHBIMHU C
UHBEKIHSIMU, U KAKHE METObI IPUMEHSIOTCS ?

35.Kakue ys3BUMOCTH O€30IMaCHOCTH CBSI3aHbI C HEJJOCTAaTKaAMHU
ayTeHTU(UKALUY U aBTOPU3ALUHU, U KAK OHU MOTYT OBITh BbISIBJICHbI
CTaTUYECKUM aHAIU30M?

36.Kak ctatnyeckuil aHaiau3 MOMOraeT MpeaoTBpaIlaTh aTaku, CBI3aHHBIE C
MEKCAUTOBBIM CKPUIITHHIOM?

37.KakoBa poJib CTaATUYECKOTO aHaJIM3a B OOHAPY>KEHUH YIpo3 0€30M1acCHOCTH,
CBA3aHHBIX ¢ 00paboTKOM (haitioB?

38.Kakue Kareropuu ysi3BUMOCTEN MOKHO BBISIBUThH C UCTIOJIb30BAHUEM
CTaTUYECKOT0 aHaJIM3a B KOHTEKCTE paboThl ¢ 0a3aMH TaHHbBIX?

39.Kak craTu4ecKuii aHajIu3 MOXKET IIOMOYb IPEJOTBPALLECHHUIO aATAK,
CBSI3aHHBIX C yT€UKaMU KOH(QUAEHIMAIbHOU nHopMannn?

40.Kakue yrpo3bsl 0€3011aCHOCTH, CBSA3aHHbBIE C MHOTOIIOTOYHOCTBIO, MOT'YT
OBITh BBISBJICHBI [IPH CTATUYECKOM aHaIM3€E Koja?

41.Kaxk cratnueckuii aHaIu3 OOHAPYKUBAET ySI3BUMOCTH, CBS3aHHBIE C
HEJIOCTAaTOYHOU 00PabOTKOM OMNOOK U HCKIIOUCHHMA?

42.Kakue MeTopl CTaTHUECKOTo aHain3a 3¢ (HEeKTUBHBI AJIs BBISIBICHUS YTPO3,
CBA3aHHBIX C HEJOCTATOYHOW MMPOBEPKOM BXOJHBIX JaHHBIX ?

43.Kak cTaTUYecKHil aHaJIu3 BIMSIET HA OOHAPYKEHUE U MPEIOTBPAILCHHE aTaK
Ha ayTEHTU(PUKAINIO U cecCuu?



44 Kaxkue yrpo3bl 0€30M1aCHOCTH CBSA3aHbI C UCTIOIb30BAHUEM CTOPOHHHUX
OUOIMOTEK U KOMIIOHEHTOB, U KaK UX MOYKHO BBISIBUTh CTATHUECKUM
aHaIU30M?

45.Kak cTaTH4ecKui aHalIn3 MOKET IIOMOYb B BBISIBIICHUM YI'PO3, CBA3aHHBIX C
HEJIOCTATOYHOMN 3alIUTON KPUOTOTpahUIECKUX pEIICHU?

46.Kakne KkaTeropuu ysa3BUMOCTEN MOTYT BOSHUKHYTh M3-3a HEAOCTATOYHON
00pabOTKH U BaIKMJALMKA BHEIIHUX JAHHBIX?

47.Kak cTaTU4eCcKHil aHaJIu3 MIOMOTAeT B BBISIBJICHUH MPO0OJieM 0€3011aCHOCTH,
CBSA3aHHBIX C HEAOCTATOYHOM 3aIUTON KOH(PUIECHIIMATBHBIX JaHHBIX B
XpaHWINIIaX?

48.Kaxkue yrpo3bl 0€30I1aCHOCTHU CBS3aHbI C UCIIOJIB30BAHUEM HEOE30MACHBIX
(GyHKIMI 1 oniepaliuii B KOJI€, M KaK UX MOXHO BBISIBUTh CTATUYECKUM
aHaIU30M?

49.Kak cratuyeckuil aHain3 BO3JCHCTBYET Ha OOHApYKEHUE U
IpeJoTBpalleHHEe aTak Ha 0€30MacCHOCTb, CBA3AHHBIX C HEAOCTATOYHOU
3aIUTON CETEBOTO B3aUMOICUCTBUS?

50.Kakue Meppl 6€30MacHOCTH MPEAOCTABISET CTATUYECKUI aHaIn3 s
BBISIBJICHUS U YCTPAHEHHUS YA3BUMOCTEH, CBA3AHHBIX C 0€30MMACHOCTHIO
ONEpPallMOHHON CUCTEMBI?

51.Kak cratnyeckuii aHaau3 0OHapyKUBAET yrpo3bl O€30MaCHOCTH, CBA3aHHbBIE
C MCIOJIb30BaHUEM CJIA0BIX aJITOPUTMOB MIU(YPOBAHUS U XEIIUPOBAHUSA?

52.Kakue kareropuu ysi3BUMOCTE MOKHO BBISIBUTH C UCIIOJIb30BAHUEM
CTaTMYECKOT0 aHaju3a B 00JacTH 0€301aCHOCTH MOOMIIBHBIX TPHIIOKEHUN ?

53.Kak craTu4yecKknid aHajau3 MOMOTraeT B IPEAOTBPALLEHUN YTPO3
0€30I1aCHOCTH, CBSA3aHHBIX C HECAHKIIMOHUPOBAHHBIM JIOCTYIIOM K JIaHHBIM
u pecypcam?

54.Kakue yrpo3sl 6€30MaCHOCTH MOT'YT BO3HUKHYTh M3-3a HEIOCTATOYHOIO
YIPABJICHUS CECCUSIMU, U KAK UX MOKHO BBIIBUTh CTATUYECKUM AHAIA30M?

55.Kak cratuyeckuii aHaau3 0OHApyKUBAET YSI3BUMOCTH, CBA3aHHBIE C
HEJI0CTATOYHOU 00pabOTKOM M KOHTPOJIEM OITMOOK MPY B3aUMOICUCTBUH C
BHEIIHMMU CUCTEMaMU?

56.Kakue npeuMyniecTsa npeoCTaBIsIlOT aBTOMATU3UPOBAHHBIE HHCTPYMEHTBI
CTaTUYECKOr0 aHayIn3a?

57.Kakue OCHOBHBIE 33/1a4d PEIIAIOT HHCTPYMEHThI CTATUYECKOr0 aHAJIN3a B
npoiiecce pa3padoTKu?

58.Kakue Buibl OIMOOK U YA3BUMOCTEN MOTYT OBITH BBISIBJIEHBI IIPU TOMOLIH
aBTOMAaTU3UPOBAHHBIX NHCTPYMEHTOB CTATHYECKOIO aHaIu3a?

59.Kakum 00pa3oM HHCTPYMEHTHI CTATUYECKOTO aHAJIN3a TOMOTatoT
coOI0AaTh CTaHAAPTHI KOAUPOBAHUS M PEKOMEHAAINN MO CTUIIO?

60.KakoBa pojib aBTOMaTU3HUPOBAHHBIX HHCTPYMEHTOB CTATHYECKOIO aHAIN3A B
obecrnieueHUH 6E30M1aCHOCTH Koza?

61.Kakue TUIIBI S3BIKOB MPOTrPAMMUPOBAHHUSI TTOAIEPKUBAIOTCS OOJIBITHHCTBOM
MHCTPYMEHTOB CTaTUYECKOTO aHaIn3a?

62.Kakue nmpoOaemMbl 1 OrpaHUYEHUsI MOTYT BOBHUKHYTh IPU UCIIOJIb30BAaHUU
ABTOMATU3HPOBAHHBIX NHCTPYMEHTOB CTATUYECKOIO aHalu3a?

63.Kak MHCTPYMEHTHI CTATUYECKOI0 AHAIM3a MOTYT HHTETPUPOBATHCS B
Ipoliecc HeMpepbIBHON MHTErpanuu u paszsepreiBanus (CI/CD)?



64.Kakum 06pa3oM aBTOMATU3UPOBAHHBIE HHCTPYMEHTHI CTATUYECKOTO
aHaJIM3a IOMOTAr0T B YIIPaBICHUH KA4YECTBOM KO/a?

65.Kakue cueHapuu UCIOJIb30BaHUSI HHCTPYMEHTOB CTaTUYECKOTO aHAIN3a
Haunbosee 3¢ (HEeKTUBHBI B YCIOBHUIX KOMaHAHON pa3paboTKu?

66.Kakue BO3MOKHOCTH MPEIOCTABISIIOT COBPEMEHHBIE UHCTPYMEHTHI
CTaTUYECKOr0 aHaJIn3a JJis1 00pabOTKU KPYIHBIX U CIIOKHBIX IPOEKTOB?

67.Kak aBTOMaTU31pOBaHHbIE MHCTPYMEHThI CTATHYECKOTO aHAJIN3a MOTYT
BJIUSITH HA IPOU3BOAUTEILHOCTh Pa3pabOTKu?

68.Kakue noaxoapl K MHTETpalii HHCTPYMEHTOB CTaTUYECKOTO aHAIN3a
CYILLECTBYIOT JUIsl UCTIOJIB30BaHMsI B pab04YMX Ipoueccax pa3paboTKu?

69.Kakue kpurepuu BbIOOpa MHCTPYMEHTOB CTATUYECKOr0 aHaju3a Haubosee
Ba)KHBI [IPY UHTEIPALMH UX B IIPOEKT?

70.KakoBbI OCHOBHBIE IIIard IPU BHEAPEHUH HOBOT'O MHCTPYMEHTA
CTaTHMYECKOT0 aHaJln3a B MPOLEcC pa3padoTKu?

71.Kak HHCTPYMEHTBI CTaTUYECKOTO aHAIM3a MOTYT [IOMOYb B BBISIBICHUU
yrpo3 6e30macHoCTH Kojia?

72.Kakum 00pa3oM HHCTPYMEHTBI CTATUYECKOIO aHAJIN3a 00€CIeUYnBatOT
BBICOKYIO TOUHOCTb BBISIBJIEHUS OIIMOOK U YSI3BUMOCTEN?

73.Kakue cpeacTsa BU3yaau3allui U aHAIIA3a MPEIOCTABISIOTCS
MHCTPYMEHTAMH CTaTUYECKOI'0 aHajau3a Jyuisl y1o0cTBa padoThl
pa3paboOTYUKOB?

74.Kakue acnekTsl KoJja MOTyT ObITh OXBaY€Hbl HHCTPYMEHTAMU CTaTUYECKOTO
aHaIM3a, IOMOoras yJIy4IlIUTb €ro CTPYKTypy U CTHIIb?

75.Kakune BBI30BBI M TPYAHOCTA MOTYT BOZHUKHYTb IIPU BHEJIPEHUU
MHCTPYMEHTOB CTaTMUECKOI'0 aHAJIN3a B OOJIBIINE U CIOXKHbBIE TIPOEKTHI?

76.Kak MTHCTpYMEHTHI CTATUYECKOTO aHAIN3a MOTYT IOMOYb B
IpeIOTBPALICHUH UACHTU(PUKALIUY JIOXKHBIX cpabaThIBaHUI?

77.Kakum 00pa3oM aBTOMAaTU3UPOBAHHBIC MHCTPYMEHTHI CTATHYECKOTO
aHaJli3a MOTYT IIOMOYb B PEIICHUH MPOOIIEM, CBSI3aHHBIX C MOAIECPKKON
KO/I0BO#1 0a3b1?

78.Kak ctaTuyeckuii aHajanu3 MOXKET ObITh BHEJPEH B MPOLECC pa3padOTKU
TaKMM 00pa3oM, 4TOObI HE 3aMEJIJISITh TEMITbI padOTHl Pa3pabOTUMKOB?

79.Kak MHCTpYMEHTBI CTATUYECKOTO aHAJIM3a MOTYT IOMOYb B 00€CTIeUeHUN
COrJIaCOBAaHHOCTH KOJIa B paMKaX KOMaH/Ibl pa3pa00TUUKOB?

80.Kakue kputepun oueHKH 3PHEKTUBHOCTH UCTIOIb30BAHMS
ABTOMAaTU3MPOBAHHBIX HHCTPYMEHTOB CTATHYECKOI0 aHAJIN3a B IPOLECCE
pa3paboTku?

2.2. OueHOYHBbIE CPEACTBA JJIA IPOMEKYTOUYHOM aTTECTALIMH

Borpocsl i1t mpoBeieHust aTTeCTaluu

1. Kakue oCHOBHbBIE MPEUMYIIIECTBA MPEIOCTABISICT CTATUYECKUN aHAIU3 KOJa
Ha si3p1ke Python?

2. Kakue ocobenHoctn s3pika Python MoryT mnoBamsaTh Ha mpolecc
CTaTUYECKOT0 aHamu3a?



3. Kak cratnueckuii aHanu3 BIMSIET HA BBISIBICHUE MOTEHIIMAIBHBIX OMIMOOK B
kojie Ha Python?

4. Kakue HHCTpYMEHTHI cTaTH4eckoro aHamu3a Ha Python wame Bcero
UCIIOIB3YIOTCS B pa3paboTke?

5. Kak crarnueckuii aHaiM3 TOMOraeT B MOJACPKKE YHUCTOTBI U
CTPYKTYPUPOBAHHOCTHU Koja Ha Python?

6. Kakue ocobenHoctu cuHTakcuca Python Moryr BiIMATH Ha TOYHOCTH
CTaTUYECKOT 0 aHanu3a?

7. Kak crarnyeckuili ananu3 Ha Python Moxxer mnoMoub B BBISIBICHUU
ySI3BUMOCTEN 0€3011acHOCTH?

8. Kakue BBI30BBI MOTYT BO3HHUKHYTH IIpU HCIIOJIB30BAHUU CTAaTUYECKOTO
aHayn3a B 0onpIIMX poekTax Ha Python?

9. Kak cratudeckuili aHaliu3 COpaBIsETCS C JUHAMHYECKOM THUINU3aUUEn
Python?

10.Kakum o00pa3omM CTaTHYECKUW aHAIN3 MOXKET TMOBIUATh Ha MPOIECC
onTHUMH3aluu Koja Ha Python?

11.Kakue aciekTsl apXuTeKTypsl Python-npoekToB MOTYT OBITH BBISIBIICHBI IPU
CTaTUYECKOM aHanu3e?

12.Kak cratuueckuii ananu3 Ha Python B3amMopeiicTByeTr ¢ cucreMamu
YIPABJICHUS BEPCUSIMU, TAKUMHU Kak Git?

13.Kakue cpeacTtBa  BU3yaIM3allud W aHAJIW3a  [PEIOCTABISIOTCA
MHCTPYMEHTAMM CTaTUYECKOro aHanu3a s Python?

14.Kakum oOpa3zom cratuueckuil aHaiu3 Python nomoraer B cobmroneHuu
CTaHAAPTOB KOJUPOBAHUS?

15.Kak crarnueckuil aHanu3 BIMSIET HA MPOLIECC OOHAPYKEHUS U yCTpaHEHHUs
"3amaxoB koja" Ha Python?

16.Kakue Tumnbl omMOOK M ySI3BUMOCTEH MOKHO BBISIBUTH C HMCIIOJIb30BaHHEM
CTaTMYECKOTO aHanu3a koAa Ha Python?

17.Kakue BBI30OBBI MOI'YT BO3HHMKHYTb IIpM MHTETPAllMM HHCTPYMEHTOB
CTaTUYECKOTO aHaJM3a B Tporiece pa3padbotku Ha Python?

18.Kakue acnekTbl 0€30MacHOCTU MOTYT ObITh YJIYUYLIEHBI C UCIOJIb30BAHUEM
CTaTUYECKOro aHanau3a koaa Ha Python?

19.Kak crarnueckuil aHainu3 MOMOTaeT B BhISIBICHUHM NOTEHIMAIBHBIX Ipo0iieM
Ipy MUTpanuu Mexay Bepcusimu Python?

20.Kakue nonogHUTENbHBIE MTPOBEPKU CTaHAAPTHBIX O0MOMMoTek Python moryT
OBITh BHEIPEHBI C UCNOIb30BAHUEM CTATUYECKOTO aHaIN3a?

21.Kakue npoOnaemMbl MOTYT BOBHUKHYTh IIPU CTATHUECKOM aHaJIM3€ MPOEKTOB,
UCTIOJIB3YIOIINX MHOYKECTBO BHEIIHUX OHOMMOTEK M 3aBUCHUMOCTEH Ha
Python?

22.Kak craTH4YecKui aHajau3 BO3JEHCTBYET Ha OOHApy)KECHHE W yCTpaHEHHE
npo6JieM, CBSI3aHHBIX C ACHHXPOHHBIM ITporpaMMupoBanureM B Python?

23.Kakum 00pa3oM MHCTPYMEHTHI cTaTHueckoro ananu3a Python moryt ObITh
UHTETPUPOBAHBI B cpeibl pa3padboTku, Takue kak PyCharm unu VSCode?

24.Kak cTaTUuecKUi aHaJIN3 BJIMSIET Ha Mpoliecc 00ecTeueHusl KauyecTBa Koja B
KOMaHJax pa3paboTku Ha Python?



25.Kakue BBI30BBI M TPYAHOCTH MOTYT BO3HUKHYTh HIPU BHEIPEHUU
CTaTUYECKOTO aHanm3a B MpoekThl Ha Python ¢ Gompimum oOveMom legacy-
kona?

26.Yto mpencrausier coboit Karanor ys3BumMocTeit o o0meit Kiraccupukamum
(CWE)?

277.Kakue ocHoBHbIe 1enu npecienyetr Karanor CWE B o0nactu 6e30nacHOCTH
nporpaMMHoOro odecreyeHus?

28.Kak ycrpoen kinaccudukanuonnsii mnogaxon CWE nmns  opranuzanuu
ySA3BUMOCTEN?

29.Kaxkue Tunsl ya3sumoctent oxpateiBaeT Katanor CWE?

30.KakoBa pousib 6a3sl 1ansbix yszsumocteit (bIY) B koHTekcTe 6e30macHOCTH
IPOrpaMMHOro ooecredeHus ?

31.Kakve MCTOYHHMKHM AaHHBIX 00 YS3BUMOCTSIX BKJIIOYAIOTCA B 0a3y JaHHBIX
ySI3BUMOCTEN?

32.Kak yctpoena tunm3anus ys3Bumoctedt B Karaimore CWE, u kak oHa
cootHocutcs ¢ bBAY?

33.Kakue nonosHUTETbHBIC aTPHOYTHI MOTYT OBITH MPUCBOCHHI YSI3BUMOCTSIM B
Karanore CWE?

34.Kakue npeumylectBa mnpenocrasisier ucnosibzoBanne CWE u BJIY npu
aHanu3e 6e30macHOCTH Kojia?

35.Kakoa ponms CWE wu BJY B mnpomecce pa3paboTku 0€30MacHOro
nporpaMMHoOro odecrieueHus?

36.Kak ocymectBisiercst ooHoBineHue u mnozjaepkka Karamora CWE u 6assl
JNAHHBIX YSI3BUMOCTEMN?

37.Kakue opraHuzalui M CTAHAAPTHl AKTHBHO BOBJICUEHBI B PAa3BUTHE U
noanepxkky CWE u BIY?

38.Kak Karanor CWE B3auMonelcTByeT ¢ JApyrdMU CTaHIapTaMH U
WHCTPYMEHTAaMH B 00J1acTH 0€30MaCHOCTH MPOTPAMMHOTO 00ECTICUCHH S ?

39.Kakue cl10KHOCTH MOTYT BO3HUKHYTh IpH Hcnonb3oBanuu Karamora CWE
u BJ1Y B mpouecce ob6ecnieuenus 6e3omnacuoctu [10?

40.Kakne pexomennanuu npenocrasisier Katanor CWE no ycrpaneHuio mim
CMATYEHHUIO YSI3BUMOCTEN?

41.Kak BJ1Y xnaccupuuupyer u opraHuzyer MHGOpMAIUo 00 YSI3BUMOCTSIX
U1 00JIErYeHMsI IOUCKA U aHann3a?

42.Kaxkoi niporiecc go0apieHust HOBbIX ys3BumocTeit B Katamor CWE u BI[Y?

43.Kakne MHCTPYMEHTHI U CEPBUCHI MOTYT MCIIOJb30BaTh AaHHbIe n3 Karamora
CWE u BJ1Y nns oGecrieduenus 6€30MacHOCTH TPOrpaMMHOTO o0ecTiedeHus?

44 Kak Karanor CWE cnocoOcTByeT cTaHAapTHU3aIllMd TEPMUHOJIOTHU U
MTOHUMAaHHMS YSI3BUMOCTEN B COOOIIECTBE Pa3pabOTINKOB?

45.Kaxue BbI30BbI MOT'YT BO3HUKHYTh PU UCIIOJIB30BaHUU JaHHBIX U3 Karamora
CWE u BJ1V B mporiecce TecTupoBaHus 0€3011aCHOCTH?

46.Kakre Mepbl NPHHUMAIOTCSA IS OOECIeUeHHMS KOH(PHUIACHIIMAIBHOCTH M
akTyanpHocTH nH(popmanuu B BJY?

47.Kak wunrerpamusa aanabix n3 Karamora CWE u BJY moxer nmomous B
0oOyyeHUH UM  TIOBBINIEHUM  OCBEJOMJICHHOCTH  pa3pabOTYUKOB O
oe3omnacHocTU?



48.Kaxkasa ponb ys3sumocteid B Karanore CWE u B/[Y B mpouecce ananuza
PHUCKOB 0€30I1aCHOCTH MPOrPAMMHOT0 oOecreueHus?

49.Kak Kartanor CWE u BJ1Y B3aumoneiicTByIoT ¢ nporpaMmamMu 0O0y4eHUs U
cepruduKkanueit B 00acTu 6€30MacHOCTH MPOrPAMMHOTO 00CCTICUCHHS?

50.KakoBa mnepcnexktuBa pasutua Karanora CWE wu BJ/IY B KOHTEkcTe
JTUHAMHUYHO MEHSIOIIENCS 00CTaHOBKH?

51.Kakue meTo/ibl ycTpaHeHus Ae(PEKTOB B KOJI€ CYLIECTBYIOT Ha PAaHHUX 3Tarax
pa3paboTKu?

52.Kak wucCnonp30BaHWE CTaHAAPTOB KOJHMPOBAHMS MOXKET IIOMOYb B
penoTBpalieH!H 1ePeKToB B Koe?

53.Kakue TeXHUKU U UHCTPYMEHTBI UCTIONB3YIOTCS JUIsl CTATUYECKOTO aHajIn3a
KOJIa C LIEJIbIO BBISIBICHUS 1€(PEKTOB?

54.Kak uHTerpanusi CTaTH4ecKoro aHajiausa B Ipolecc pa3paboTKu MOMOTaeT B
ABTOMATUYECKOM BBISBIICHUU 1€(PEKTOB?

55.Kakne MeTtonbpl aBTOMATU3UPOBAHHOTO TECTUPOBAHUS MCIOJIB3YIOTCS IS
BBISIBIICHUS JIe()EKTOB B KOJI€?

56.Kax mpormeccel HempepbiBHON uHTerpanmuu u paseptbiBanus (CI/CD)
BJIUSIIOT HAa YCTPAHEHHE J1e(PEKTOB B KOAE?

57.Kak peBbl0 KOJa W MEUP-NIPOrPaMMHUPOBAHME NOMOTAIOT B BBISBICHUHU W
YCTpaHEeHHUH J1e(hEeKTOB Ha paHHUX 3Tanax pa3padoTKu?

58.Kak wucnosnp30BaHME JIMHTEPOB W CTATUYECKUX aHAJIU3aTOPOB MOMKET
YIIYUIIUTh MPOIECC yCTpaHeHus AedeKTOB B Kojie?

59.Kak npoueccol Koa-peakTopuHra MOryT IOMOYb B YJIYUIIEHUH CTPYKTYPBI
KOJIa U YCTpaHEHUH MOTEHIIMAIBHBIX 1e(hEeKTOB?

60.Kak TtectupoBaHue O0€30MACHOCTU BIMSIET Ha YCTpaHEHHE JePEKTOB,
CBSI3aHHBIX C IOTEHLUAIBbHBIMU YIPO3aMU O€30MMaCHOCTH?

61.Kak wucnonp30BaHME JIOTMPOBAHMS W MOHHUTOPHHIA MOJKET IIOMOYb B
BBISIBJIEHUU U yCTPaHEHUHU Je(EeKTOB B MPOAAKITH-Cpeie?

62.Kak ympaBieHue 3agayamMu M Oar-TPEKMHTOBBIMHU CHUCTEMaMH BIUSET Ha
poriecc yCTpaHneHus neQexToB?

63.KakoBa poOJIb pPETPECCHOHHOIO TECTUPOBAHHS B MPOLECCE YCTPAHEHUS
ne(eKTOB U NMPEAOTBPALEHUS UX TOBTOPEHUS?

64.Kak wmetoael otnagku (debugging) MoOryT OBITh HMCHOJIB30BaHbI IS
3¢ pexTuBHOrO ycTpaHeHus 1e(pexToB B Koze?

65.Kakue MeToabl 1 MHCTPYMEHTBI UCIIOJIB3YIOTCS JUIsl aHAJIW3a M YCTpaHEHUs
ne(EeKTOB, CBSI3aHHBIX C MPOU3BOAUTEILHOCTHIO MPUIIOKEHUS?

66.Kak ananu3 >xypHaJIOB OIIMOOK M HCKIIIOUEHHM MOMOTAeT B BBISIBICHUHU U
yCTpaHeHUH J1e(heKTOB?

67.Kakre nmpakTUKH HCIIOIb30BAaHHS TECTOBBIX JAHHBIX M CIIEHAPUEB MOTYT
MOMOYb B YCTpaHEHHUH JIe(DEKTOB B KOAE?

68.Kak uHTerpanus MeTOAOB 'dEpHOro sIIMKA" TECTUPOBAHMS BIHSIET Ha
ycTpaneHue 1e(HeKTon?

69.Kakue BbI30BBI MOTYT BO3HUKHYTh IIPHU YCTPaHEHUHU Ne(EKTOB B OOJIBIIUX U
CJIOKHBIX ITPOEKTax?

70.Kak npuHsiTHE pelIeHuid 00 yCTpaHEHUH e(PEKTOB BIUSET HA MPUOPUTETHI
pa3pabOTKH U pesIu3bl?



71.Kakue Meronbl 0Oy4deHHs U MOIJEPKKU Pa3pabOTUYUMKOB CYLIECTBYIOT IS
MOBBIIICHHSI HABBIKOB yCTpaHEeHUs! 1e(h)eKTOB?

72.Kak ucnosib30BaHEe KOHTPOJBHBIX TOUYEK U ayJUTOB KOJa MOXKET IIOMOYb B
yCTpaHneHnu J1e(heKTOB B Tpoliecce pa3padboTku?

73.Kak ynpaBineHue BEpCHsIMH KOJa BIMSET Ha MPOLIECC YCTPAHEHUS AE(PEKTOB
¥ BOCIIPOU3BOJUMOCTD OIIHOOK?

74.Kak mpouecchl OTIaJAKM M TECTHPOBAHHUS BIUSAIOT HA CPOKU YCTpaHEHUs
nedEeKToB B Kojie?

75.Kakue MeToJlbl MU METPUKH HCIONb3YIOTCA I OLEHKH 3()PEeKTUBHOCTU
npoluecca ycTpaHeHus 1e(eKToB B Koae?



