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1. ITACITIOPT ®OHJIA ONEHOYHbIX CPEJACTB

1.1. Ob6sacTh NPpUMEHEHUA

®onpa oneHouHblx cpeAcTB (POC) — HeoThemyeMas dYacTh pabouei
IpOrpaMMbl TUCHUIUIMHBI (MOAYJs) 3ammra uHGOpMauu U MpeIHa3HAuYeH s
KOHTPOJIA W OILIEHKH OOpa30BaTeNbHBIX OCTIKEHUN CTYACHTOB, OCBOHMBIIHNX
IpOrpamMMmy JUCUUIUIUHBL (MOIYJIS).

1.2. Ilenu u 3agaum (pOHIA OLIEHOYHBIX CPEACTB

Henp ®OC — ycTaHOBUTH COOTBETCTBHE YPOBHS MOJATOTOBKH 00YUaroIIerocs
tpeboBanusmM DI'OC BO OGakamaBpuar / choenmuajauTeT / Marucrparypa Mo
HanpasiaeHnto noarotoBku 09.03.04 IIporpamMmHas MHXKEHEPUS, YTBEPKIACHHOIO
npukazoM MuHnucrepcTBa oOpa3zoBanus U Hayku Poccuiickoit deneparuu ot 19
ceHTsa0pst 2017 1. Ne 920 (¢ u3BMEHEHUSIMHU U JOTIOTHEHUSIMU).

1.3. Ilepeuyenb kommeTeHuHi, GopMHPyeMbIX B Ipolecce OCBOCHUSA
OCHOBHO# 00pa30BaTe/IbHOI MPOrpaMMBbl
[Ipouecc ocBOEHUsT AUCIUIUIMHBI HAITPaBJIeH Ha OPMUPOBAHUE CIIETYIOLIUX

KOMH@TGHHI/Iﬁ N HHAUKATOPOB UX JOCTHUIKCHHA:

Koa mo ®IoC BO | NHaukaTop TOCTHKEHUS
YHuBepcaabHbIC

O6menpodeccuoHaIbHBIC

OIIK-3.1. 3HaTh NPUHLUIIBI, METOJIbI U
CpeICTBA PEUICHUs CTAaHJAPTHBIX 33124
npo¢eCcCHOHATIBLHOM 1EATEIbHOCTH Ha OCHOBE
nH(GOpMallMOHHON 1 Oubsnorpapuveckon
KYJITYPBI C IPUMEHEHHEM HH(POPMAIIMOHHO
KOMMYHHUKAITHOHHBIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX TPeOOBaHHIA
nH(pOpMaITMOHHOM 0€30MacHOCTH

OIIK-3.2. YMeTs pemaTts CTaH1apTHbIE
3aa4M podeccuoHabHON 1eATeIbHOCTH Ha
OCHOBE HH(OPMAIIMOHHOH U
6ubamorpaduueckoil KyJbTyphl ¢
npUMEHEeHHEeM HH()OPMAITIOHHO
KOMMYHHUKAITHOHHBIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX TPeOOBaHUIA
nH(OpMaAITMOHHOW 0€30MMacHOCTH

OIIK-3.3. Bnanets HaBBIKAMHU ITOATOTOBKHU
0030pOB, aHHOTAIINI, COCTABIICHUS
pedepaToB, HayUHBIX JIOKJIAJIOB,
nyOnukanuii, 1 6udbauorpaduu Mo Hay4Ho-
UCCIIEI0BATENBCKON paboTe ¢ yueToM
TpeOoBaHUIl HHPOPMAIIMOHHOM
6€30I1aCHOCTH

ITpodheccrnonanbHbBIC

OIIK-3. CnocoOeH pemiaTh cTaHJapTHBIE
3a1a4u Npo(ecCHOHATBHON AeATEIFHOCTH Ha
OCHOBE MH(POPMALIMOHHON 1
oubmmorpaduIecKoi KyJIbTyphl C
pUMEeHEeHHEM HH()OPMAITMOHHO
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C Y4€TOM
OCHOBHBIX TpeOOBaHMI WHPOPMALIMOHHOM
6e30macHOCTH




1.4. Dranbl GgopMupoBaHMS KOMIIETEHI U M CPeICTBA OLEHUBAHUSA

YPOBHSI X ¢(hOPMHPOBAHHOCTH

IIpomeskyTOUHAs aTTecTALMS

Jransl popMmupoBanus komnerenuuii | Komnerenuuu KOHTpPOJILHO-01IeHOYHBbIE
cpeacTBa / crnocod oleHUBAHUA
Tema 1. OcHOBBI HH(DOPMAITMOHHON OIIK-3 Brimonaenue J1a00paTOPHBIX
0€e30IMacHOCTH pabor
Tema 2. MeToibl pe3epBHOTO OIIK-3 Brinmonnenue J1a00paTOPHBIX
KOMMPOBAHUSI TAHHBIX pabor
Tema 3. Metoas! ayTeHTU(DUKAITIN U OIIK-3 Brinonnenue J1a00paTOPHBIX
aBTOpHU3AIlUU pabor
Tema 4. AHaJIN3 1 HacTpoOMKa OIIK-3 Brinonnenue J1a00paTOPHBIX
0€30MacCHOCTH B OIEpPaIlMOHHBIX pabor
cucremax cemeiictea MS Windows
Tema 5. OcHOBBI KpUNTOrpaguIecKoin OIIK-3 Brinonnenue J1a00paTOPHBIX
3aIUTHl THPOPMALTIH pabor
Tema 6. KomnbroTepHbIE BUPYCHI OIIK-3 Beimonnenue 1a00paTOPHBIX
paboT
Tema 7. OcHoBsl cereBoii 6e3omacuoctu | OINK-3 Brimonnenue 71a00PaTOPHBIX
paboT
Tema 8. OCHOBBI 3aXBaTa U aHAIU3A OIIK-3 Brimosninenue 1abopaToOpHBIX
Tpaduka pabor
Tema 9. Ilepexsat Tpaduka OIIK-3 Beinonnenue 1abopaTOPHBIX
pabot
Tema 10. AHanM3 ceTeBbIX aTak OIIK-3 Beinonnenue 1a00paTOPHBIX
paboT
OIIK-3 Beinonnenue 1a00paTOPHBIX
paboT
OIIK-3 Beinonnenue 1a00paTOPHBIX
paboT
OIIK-3 Beinonnenue n1a0opaTOPHBIX
paboT
OIIK-3 Beinonnenue nabopaTOPHBIX
paboT
OIIK-3 Beinonnenue nabopaTOPHBIX
paboT
OIIK-3 Beinonnenue 71a00paTOPHBIX
paboT
Texymas aTTecTamus OIIK-3 KonTponbhas pabora
OIIK-3 3auer

1.5. Onucanue nokasareseid (OpMUPOBAHUS KOMIIETEHIIH




Koa komMneTeHun Pe3yabTarhl CPOPMHUPOBAHHOCTH

OIIK-3. Cnioco6eH pemars OIIK-3.1. 3HaeT NOpPUHLHUIBI, METOJIbBl W CpEACTBA
pelIeHHsT CTaHJAPTHBIX 3aJad  NPodecCHOHATBHON
JNEeATCTLHOCTH HAa  OCHOBE  HMH(POPMAIIMOHHOW |
oubnmorpaduyeckoil  KyJIbTypbl ¢  NPUMCHCHHEM
MH(GOPMAIIMOHHO KOMMYHHUKAIIMOHHBIX TEXHOJIOTUH U C
OMONMOrpauIEcKoit KyIbTypI ¢ Y4E€TOM OCHOBHBIX TpeOOBaHWH  HMH(POPMAITMOHHON

CTaHJIapPTHBIE 3a7a4n
npodeccuoHaNbHOM e TEeIbHOCTH
Ha OCHOBE MH(POPMAIIMOHHON U

MPUMCHCHUCM I/IH(I)OpMaLII/IOHHO 0e30MacHOCTH
KOMMYHHUKAIMOHHBIX TexHojoruii | OIIK-3.2.  VYmeer pemaTs cTaHgapTHbIE — 3aJa4H
¥ C Y4ETOM OCHOBHBIX npopeCCHOHATBHON  JI€ATEIbHOCTH Ha  OCHOBE

MHPOPMALMOHHON M OMOIMOTrpaduuecKoil KylnbTyphl C
IpPUMEHEHHEM HWH(POPMALMOHHO KOMMYHHKALMOHHBIX
TEXHOJIOTU M C Y4YeTOM OCHOBHBIX TpeOOBaHMIA
nH(OpMaAITMOHHOM 0e301acHOCTH
OIIK-3.3. Brmageer HaBBIKAMH TIOJTOTOBKHA 0030pOB,
aHHOTallMM,  cocTaBieHHUs  pedepaToB,  HAYYHBIX
JOKJIAI0B, MyOnuKanuii, u Oubiamorpaguu Mo HaydHO-
UCCIIeIOBaTeNbCKOW paboTe ¢ ydeToM TpeOoBaHUM
nH()OpPMAIIMOHHOM 0€30IMaCHOCTH

TpeOoBaHUI HHPOPMAIIIOHHOM
Oe3onacHoCcTH

1.6. Kpurepun ouneHUBaHMSI KOMIIETEHUMH HA Pa3HbIX 3JTanax Hux
¢popmupoBanus

Buj yueoHoii padoThl | KoJsnuecTBo 062,1710B
6 cemectp / 10-11 TpumecTp
00 0-390 300
OdopmiieHre 0TYETOB TIO JIAOOPATOPHBIM 30 GayoB
paboTaM
Pabota Ha 1a00opaTOPHBIX 3aHATHUIX 30 6ayutoB
BrlnoHeHNe TECTOBBIX 3aJaHUI -
BrmonHeHMe 3a1aHuii CaMOCTOSITEIEHON 10 6ammoB
pabOThI
3a4eTa 30 GamioB
HToro 3a cemecTp: 100 6amaoB
Bcero 100 GamioB

HakonureabHasa cucreMa oneHuBanud no 100-0a/iLH0M HIKAJIE

Yerpipexodali- 100- BykBenHnas mkana, coorsercrpyomas 100- Cucrema
JbHAs cUCTeMa |Da/IbHas 0a1IbHOI HIKaJIe OLleHHBaHMA
OLleHMBAHMA IKaJja 3ayera
IK3aMeHa
OTnu4HO 90-100 A — OTJIMYHO — TEOPETUYECKOE COJIEPKAHHUE Kypca

0OCBOEHO MOJIHOCTBI0, 6€3 MPOoOesIoB; He0OX0AUMBIE
MPAKTHYECKHE HAaBbIKU pabOThI C OCBOCHHBIM
MaTepHranoM c(OpMHUPOBAHBI; BCE
MpeyCMOTPEHHbIE MPOrpaMMoi 00ydeHus
yueOHbI€ 3aJJaHUs BBIITOJHEHBI, KAUECTBO MX
BBITIOJTHEHHSI OLIEHEHO YHCIIOM 0ajlyioB, OJMU3KUM K
MaKCHMaJbHOMY




Xoporo

83-89

B — 04eHb XOPOIIIO — TEOPETHYCCKOE CONCPIKAHHE
Kypca OCBOCHO TOJIHOCTBI0, 0€3 MpoOeIoB;
HE0O0XO0IMMbIE TPAKTUUECKNE HABBIKU PAOOTHI C
OCBOCHHBIM MaTepUaAIOM B OCHOBHOM
c(hOpMHUPOBAHKI; BCE MPEIYCMOTPEHHBIC
MporpamMMoi o0ydeHus yadeOHbIe 3aTaHHs
BBITIOJTHEHBI, KAY€CTBO BBIMOJTHEHUS OOJBIITMHCTBA
M3 HUX OLIEHEHO YHCIIOM 0aiioB, OIM3KUM

K MaKCUMaJbHOMY

Xoporo

75-82

C — XopouIo — TeOpeTUYecKoe coiepkaHne Kypea
OCBOEHO IMOJIHOCTBIO; HEKOTOPHIE TPAKTUYECKUE
HABBIKU pabOThI C OCBOCHHBIM MAaTEPHAIOM
c(hOpMHUPOBAHBI HEIOCTATOYHO; BCE
MpelyCMOTPEHHbIE TPOTpaMMoii 00ydYeHUs
y4eOHBIC 3a/1aHUs BBITIOJTHECHBI, KAY€CTBO
BBITIOJTHEHUS] HU OJIHOTO U3 HUX HE OLIEHEHO
MUHUMAJIBHBIM YHUCIIOM 0aJIJIOB, HEKOTOPBIC BUIBI
3aJlaHUH BBINIOJIHEHBI C OIIUOKaMU

Y nosnerBo-
PUTEIBHO

63-74

D — yZ10BIETBOPUTEIILHO — TEOPETHUECKOE
coJiepKaHue TUCIUILTUHBI OCBOCHO YaCTUYHO, HO
npo0esIbl He HOCAT CYIIECTBEHHOTO XapaKTepa,
HEOOXOIMMBbIC TIPAKTUYECKHAE HABBIKU PaOOTHI

C OCBOCHHBIM MaTE€pPHajIOM B OCHOBHOM
c(hopMHUPOBaHBI; OOJBITUHCTBO
MIPEYCMOTPEHHBIX MPOTPaMMOii 00yUSHHS
y4eOHBIX 3aJ]aHU BBIITOIHEHO, HEKOTOPHIC

13 BBINOJIHEHHBIX 33JJaHUN, COACPIKAT OIIMOKU

Y nosnetBo-
PHUTEIBHO

50-62

E — nocpencTBeHHO — TEOpEeTHYECKOE
coJiep’KaHue Kypca OCBOEHO YaCTHYHO;
HEKOTOphIE MPAKTUUECKHE HABBIKU PAOOTHI

He c()OPMUPOBAHBI, MHOTHE IIPEyCMOTPEHHbIE
MporpaMMoii 00yueHus ydeOHble 3a/1aHus

HE BBITIOJHEHBI MO0 Ka4eCTBO BBHITTOJHEHHUS
HEKOTOPBIX U3 HUX OIIEHEHO YHCIIOM 0aJljioB,
OJIM3KUM K MUHUMAIIEHOMY

3aureHo

Heynosnerso-
PHUTEIBHO

2149

FX — Hey10BJIETBOPUTEIBEHO — TEOPETUIECKOE
coJiepKaHne Kypca OCBOGHO YaCTUYHO;
HEO0XOIUMBbIC TIPAKTUYECKHUE HABBIKU PaOOTHI
He C(OPMUPOBAHBI; OOJIILITUHCTBO
MPEyCMOTPEHHBIX MPOTPaMMOii 00yUCHHS
y4eOHBIX 3aJJaHHI HE BBITIOJHEHO JIHO0 Ka4eCTBO
UX BBITIOJIHEHUS OIICHEHO YMCIIOM 0aJUIoB,
OJIM3KUM K MUHHUMAIILHOMY; TIPH
JOTIOJTHUTEIBHON CaMOCTOSITEIIbHOM paboTe HaJl
MaTepHUaIoM Kypca BO3MOXHO MOBBIIICHHE
Ka4yecTBa BBINOJHEHHS YUCOHBIX 3aaHUI

Heynosnerso-
PHUTENBHO

0-20

F — HEey10BIETBOPUTENHHO — TEOPETUIECKOE
coJiepKaHue Kypca He OCBOCHO; HEOOXOUMbIe
MPAKTUYECKHE HABBIKA PAOOTHI

He c(hopMUPOBaHBI; BCE BBIIOJIHEHHBIE yUeOHBIE
3aJJaHus COJepKAT IrpyObIe OIHOKH,
JIONIOJTHUTENbHASL CAMOCTOsTENIbHAs paboTa Haj
MaTepHalioM Kypca He MPUBEIET K KaKOMY-JITH00
3HAYMMOMY TOBBIIIEHUIO KAU€CTBA BHIMOJIHEHUS
y4eOHBIX 3aJIaHHII

He 3aureno







2. KOHTPOJIBHO-ONEHOYHBIE CPEJCTBA

2.1. OueHoYHBIE CPEACTBA TEKYIEr0 KOHTPOJIA (TUIIOBBIE)

Bomnpock! a1 TeKymero KOHTpois:

1. HazoBute 6a30BbIe MOHATHS HHPOPMAITMOHHOM 0€30MaCHOCTH.

Onpenenure OCHOBHBIC BUJIBI YTPO3 HHPOPMALIMOHHBIM PECypCaM.

[Tosicaute cyth Metonoioruu STRIDE?

Kaxkue u3 yrpo3 no merogonoruu STRIDE npeacraBistor HanbobIIyro

OMACHOCTH?

[TosicauTe MmeTonukKy oueHkn puckoB DREAD?

[TosicHuTE TEPMHH 3KCIUIOUT?

B uem otnmuusa mexny merogukamu DREAD n OCTAVE?

[losicHuTe CcyTh TepMHHA KOH(MUIAECHUMAIBHOCTb, MPUBEIUTE MPUMEPHI

KOH(pUIECHIIUAIBHOU UH(POPMAITUH.

9. bbutu nmosy4yeHsl 1B€ OLEHKH 0€30MacHOCTH HH(POPMAIIMOHHOW CUCTEMBI:
nepBasi -- Ha OCHOBAHHMHM OINpPOCAa OYEHb OOJIBIIOTO YHCJa OOBIYHBIX
NOJIb30BATENIE, BTOpas -- Ha OCHOBAaHMM MHEHMS Y3KOro Kpyra
skcnepToB. Kakas u3 olleHOK Ha Ball B3IJIsi 0oJiee TOUHAs.

10.ITpuBenuTe nmpuMepsbl CAHKIMOHUPOBAHHOTO M HECAHKIIMOHHPOBAHHOTO
J0CTyIa.

11.MoxHO 1M cuuTaTh YCTaHOBKY aHTHBUpyca Ha IIK kommiekcHoU
3amuron UC?

12.Kakas u3 MeTo0710Tuii aHaIM3a HH()OPMALIMOHHBIX YIPO3 Ha BaIll B3TJISA
oonee aphexTuBHA?

13.Ha3oBuTe METOIBI CKATUS JAHHBIX KOTOPHIE BbI 3HAETE.

14.0Onummte 0OCHOBHYIO Hjeto anroputMma Xaddmana.

15.00psacHUTE pa3HUILY MEXAY CKATUEM U apXUBALIMEH.

16.Kakum 00pa3oM HCIONB30BAHWE ApPXHUBOB CBSI3aHO C O€30MACHOCTHIO
uHpopmaruun?

17.B kakux cnydasx I1eJIecoo0pa3HO, a B KOTOPBIX HEIEIeco00pa3Ho
UCIIOJIb30BaHUE aPXUBOB?

18 Moryr apxuBel (Gopmara ZIP coxepxxarb uHpOpMaIUo IS
BOCCTAHOBJICHHS ?

19.11okaxuTre, KakuM 0Opa3oM MOKHO 3a0JIOKMUPOBATh apXUB, YTO O3HAUAET
naHHast QyHKIHs?

20.Onummte OOy TOCJIEI0BATEIBHOCTh JACUCTBUN  JUISI  3allUTHI
MH(}OpMaUKU IPU CO3/IaHUH apXHBA.

21.Ha3zoBute ocHoBHBIE TexHONMOrHU RAID.

22.Ha30BUTE OCHOBHBIE METOABI AyOIUPOBAHMS HHPOPMALIMH.

23.0numunre NperuMyIecTBa 1 HEJOCTAaTKH pa3udHbIX ypoBHENH RAID.

24 Kak Ha3bIBaeTCsi B COOTBETCTBUM C TMPOLEAYpOrd AyOIMpOBaHUS
paznuyaloT METOJl, KOTOpBIM mpezmnojaraeT co3fgaHue nayosei
ornpeeneHHbIX GaiaoB?

25.Yposenb RAID B KOTOpOM IpeAnoiaraeTcs Hoo4epeIHOE UCTIOIb30BaHNE
IEJIOCTHOCTH ¥ JOCTYITHOCTH UH(GOPMAIIMH MPU CTUXUHUHBIX OCJICTBUAX U
KPYIIHBIX aBapUsX Ha3bIBAECTCH. ..

N
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26.B ueM 0COOEHHOCTH TUCKPEIIMOHHOMN MOJUTUKU Oe3omacHoCTH? B kakux
ClIy4asix €e MCIOJIb30BaHHE Helenecoo0pa3Ho?

27.0nMmMTe OpeuMyILIeCTBA W HENOCTaTKM MaHAATHOW  MOJUTUKH
0€30MaCHOCTH.

28.B kakux ciydasx NpUMEHSETCS acCuBHAs ayTeHTU(puKanus?

29.Ha3oBuTe JBa OCHOBHBIX MOJAXOJa IMpU CO3JaHUM Habopa MpaB H
IIPUBUWIIETUH TTOJIB30BATENEH.

30.KTo0 ynpasnsieT pa3peuieHus MU Ha JOCTYT K pa3/iesiaM peecTpa v nouemy?

31.Kakue n3 00bEKTOB MOTYT HACJIE€OBaTh pa3pelieHusl Ha IOCTYN K HUM U
OT KOro?

32. /1 yero mpegHa3HAuYEHbl MapameTpbl CO3/1aBAEMON YYETHOM 3arucu
NOJIb30BATEIIS?

33.B 4em pa3HHIla MEXKTy OTKIIFOUEHUEM U OJOKUPOBKOM YUETHOM 3amucH?

34.B yeM 1enecooOpa3HOCTh pa3OMeHUs MHOXKECTBA ITOJIb30BaTelIel Ha
rpyMIbI?

35.Kak Ha3HayaroTCs IMpaBa MOJb30BATENSIM M IpynnaM B 3alllMILEHHBIX
BEpCHSIX OomnepanmoHHoi cucreMbl Windows?

36.Kakue TpeOOBaHMS MO CIOXKHOCTH MOTYT MPEABSBIATHCA K MApoJsiM B
onepauroHHo# cucreme Windows?

37.Uto Takoe KpuUOTOrpausi U KaKOBbl €€ OCHOBHBIE II€JIM B KOHTEKCTE
3alUThl HHPOpMALIUU?

38.Kakue OCHOBHBIE METOJbl KPUOTOrpapuu CYIIECTBYIOT M KakK OHHU
Kjaccuuuupyrorcs’?

39.Uto npencrapuser co0oil mmppoBaHUE M Kakue BB MK(pOBaHUA
CyIIECTBYIOT?

40.Kakum o0Opa3oM paboTaeT CUMMETpUYHOE IHU(pOBaHHWE, U KaKHUe
IpUMEpPHI AITOPUTMOB HCIIONB3YIOTCS B 3TOM THUIIE IIU(PpPOBaHUs?

41.Yto Takoe acCMMMETPUYHOE MK(POBAHUE U B UEM 3aKJIFOUAETCS TPUHIIUIL
HCITOJIB30BAHUSL OTKPBITOIO U 3aKPBITOTO KIIFOUEeh?

42.Kakue 0CHOBHBIC IPUHLIUITBI paOOThI KpUNTOrpapUUecKux Xen-(QpyHKInun
Y B YEM UX ITPUMEHEHUE?

43.YT1o npeacTaBisioT co00il udpoBbIe MOAMUCH U KaK OHU 00ECIIeUnBalOT
ayTEeHTU(PUKALIUIO U LIEIOCTHOCTh JAHHBIX?

44.Kak paboraer npotokon obOmena kmrouamu Diffie-Hellman, u kak o
oOecrieuynBaeT 6e30MacHbIi 0OMEH KitouaMu Juisl mudpoBanus?

45.Yto Takoe araka mocepeauHe (man-in-the-middle) m kakuwe meTomabl
NPUMEHSIOTCS JIJISl €€ MPe0TBpallleHus B KpunTorpapuu?

46.Kakue MpUHIUIIBI JIe)KaT B OCHOBE aTakd Ha MHUQP C MCIOIH30BAHUEM
noaoopa KJIroua U Kak 3TOMY MOYKHO ITPOTUBOCTOSATH?

47.Y10 Takoe CTOMKOCTh KPUITOCUCTEMBI U MOYEMY 3TO BaKHBIN acIEeKT B
obecrieueHnr Kpunrorpadguueckon 6€30macHOCTH?

48.Kakum 00pa3oM peanqu3yeTcsl 3aluTa OT aTaku Mo BpeMeHu (timing
attack) B kpunrorpadun?

49.Kakue CylecTBYIOT METOAbl KPUNTOIPAPUUECKOr0 ayTEeHTH(PUKALUHA H
KaK OHM NMPUMEHSIOTCS B cUCTEMax Oe3omacHoCTU?



50.Yto Takoe kpumnrorpaduueckas cojib U KaK OHA MOBBIMIAET CTONKOCTh
XEIIMPOBAHUS Mapoei?

51.Kakum o006pazom kpuntorpadus HCIOIB3YETCS JUIsi OOecreueHus
KOH(UJIECHIIUAIIBHOCTH TAHHBIX B CETH?

52.Yto Takoe OHOMETpPHYECKHE METOJbl AyTCHTH(QHUKAIMN M KaKk OHH
coueTaroTcs ¢ kpunrorpadueii?

53.Kak mudpoBanue koHeuHbiXx Todek (end-to-end  encryption)
oOecrieunBaeT KOHQUICHIIMATBLHOCTh JaHHBIX B KOMMYHHKAITMOHHBIX
PUIOKEHUAX?

54.Kakum o6pazom paboTaeT KBaHTOBas KpUIITOTpadusi U B UEM 3aKITIOYAETCS
€€ CTOMKOCTb K aTaKaM KBAaHTOBBIX KOMITbIOTEPOB?

55.Yto Takoe kpunTorpapuueckue MpOTOKOIbl U KaK OHU MPUMEHSIOTCS B
oOecrieueHnU 6€30MacCHOM KOMMYHHKAITUHN ?

56.Kaxkue BbI30BBI BO3HUKAIOT MPHU UCTIOIB30BAHUM KpunTorpaduu B 006J1acTu
nHtepHeta Beniei (107T)?

57.Kakum 06pazoM kpunrorpadusi UCIOIB3YETCS B CUCTEMaX 3JICKTPOHHOU
MOJIMKCH JIJIs1 00eCTIeUeHUs JJOBEPHsI K JIEKTPOHHBIM IOKYMEHTaM?

58.Kak mpoucxoaut obecrieueHre 0€30MacCHOCTU B OJIOKYEHH-TEXHOJIOTUSX
C MCIOJIb30BaHUEM KpunTorpapuu?

59.Kakue MeTompl KpunTorpapuu MPUMEHSFOTCS IS 3alluThl HHpOpMaIun
Ha ypoBHE (aiijIoB U TUCKOB?

60.Yto Takoe kpunrorpadguyeckue aTrakd C HUCIOJIb30BAaHUEM KaHAJIOB
obpartHo#i cropoHsl (side-channel attacks) u kak UM TPOTUBOCTOSITH?

61.Kakum oOpazom oOecreunBaeTcsi 0€30MaCHOCTh KpUNTOrpadUuuecKux
KJIFOUed U UX XpaHeHue?

62.Kakue craHmapTsl U anrOPUTMBbI MHUQPPOBAHUS IIUPOKO MPUMEHSIOTCS B
COBpPEMEHHOM Kpuntorpaguu?

63.Yto npencraBisoT coboi kpunrorpaduueckue npotokonsl TLS u SSL,
1 KaK OHH 00€CIIeYnBarOT OE30IMaCHOCTh B HHTEpHETE?

64.Kakum 00pa3oM TeXHOJIOTHA KBAHTOBOTO Kiroda (quantum key
distribution) o6ecnieunBaeT 6e30MacHbBI OOMEH KIFOYaMU?

65.Yto Takoe kpunTorpapuyecKuii NPpUHLIKI HYJIEBOTO JTIOBEpHs (zero-trust)
¥ KaK OH MPUMEHSETCS B COBPEMEHHBIX CHCTEMaxX 0€301macHOCTH?

66.Uto0 mnpencTaBisOT CcOOOW KOMIIBIOTEPHBIE BHUPYChl MU KaK OHHU
pa3nuyarTcs OT Apyrux GopM BPeIOHOCHBIX TporpaMmm?

67.Kakum 00pa3oM KOMIIbIOTEPHBIE BHUPYChI PACHPOCTPAHSIOTCA U KAaKUe
METO/IbI 3alUTHl MOTYT MPEAOTBPATUTD UX Mepenavy?

68.UT0o Takoe TPOSHCKHE MPOTrpaMMbl U KaKWe OCHOBHBIE LIEJTM OHU MOTYT
IpeciieIoBaTh B KOHTEKCTE KOMIBIOTEPHBIX BUPYCOB?

69.Kakve BUaBI MOBPEKIACHUN MOTYT BBI3bIBATh KOMIIBIOTEPHBIE BUPYCHI U
KaK OHH MOTYT BO3JICMCTBOBATh Ha pabOTy KOMITBIOTEPHON CUCTEMBI?

70.Yto mpeacTaBisItOT cOO0M YepBU (WOrms) W B YeM 3aKIIOYACTCS HX
OCHOBHOE OTJINYKE OT OOBIYHBIX BUPYCOB?

2.2. OueHOYHBIE CPECTBA /151 MPOMEKYTOYHON ATTEeCTAIUH

Bomnpocs! miig npoBeeHNs aTTecTaluu



18.

19.

20.

21

30.

31

32.
33.
34.
35.

36.

Kakue ocHoBHbie (yHkiuu Opanamayspa? CrnocoObl BKIIOYEHHUS H
BBIKJIFOUCHUS OpaHIMayapa.

Kak 3amyctute OpaHamaysp B PEKHME TOBBIIIEHHON O€30MacHOCTH C
MOMOIIIBI0 KOMaHHOM CTPOKHU?

Kak co3marh HOBOE MTpaBWIO M UCXOMANIUX WU BXOJSAIIUX
MOAKITIOUYECHH?

Kak OTKpBITH WM 3aKPBITh OPT C IIOMOIIBIO OpaHaMayspa?

Kak pa3pemuTs Mpou3BOILHOM MPOTpaMMe JOCTYIT K CETH C TIOMOIIBIO
Opanamayaspa?

Kakoit u3 ctanaapTHbIX poduiiei 10KeH ObITh HauOoJIee 3alIuIeH?
Kak ObICTpO OTKPBITH MAHEIb YIIPABICHHUS ?

Kak ObicTpo 3amyctutrh OpanHamaysp B pEXKHME TMOBBIIIEHHOM
oe3omacHocTh?

. Uto nemaer komaHja services.msc?

. Kak 3anyctuth yrunury cmd B pexume aiMuHUCTpaTopa?

. Kak OTKpBITh OKHO JOKAJIbHBIX TOJUTHK O€301MacHOCTH?

. 3a4eM MpOBEPSITh CUCTEMHBIC (DaitTbI?

. Kakum 00pazoM MOKHO MPOBEPUTH HUPPOBYIO MOANUCH (HaisioB?

. Kak otkpsITh peectp Windows?

. [IpuBeuTe OCHOBHBIE KOMaHbl 000J04KH cmd.

. Kakue u3 yrtunutr cuctembl Windows HENOCPEJICTBEHHO CBS3aHBI C

0e30macHOCThIO HH(pOopMaIK?

HazoBuTe OCHAaCTKH, UCIOJB3yeMble JIII HACTPOWKH IapaMeTpoOB
0Ee30I1aCHOCTH.

HazoBuTe OCHOBHBIC CIOCOOBI  3allyCKa JIOKAJbHBIX  TOJUTHK
0e301acCHOCTH.

HazoBuTe 1 0OBSICHUT YPOBHE TPYMIIOBBIX HOJUTHK.

. HazoBuTe nopsaaok npuMeHeHus rpynmioBbIX MOJIUTHUK.
22.
23.
24.
25.
26.
27.
28.
29.

Kak 3ammycTuTh KOHCOJIb YIIPABICHHUS?

Kak 106aBUTh HOBYIO OCHACTKY B KOHCOJIb yIPaBICHUS?

OOBsICHUTE OCHOBHBIE MOJUTUKYU TTAPOJICH.

OOBsSICHUTE TEPMUH IPYIIIOBAs MOJIUTHKA.

Kakune BuIpl rpynnoBbIX U JJOKAJIBHBIX ITOJIUTHK BbI 3HaeTe?

HazoBute Tpu crioco0a 3amycka peakTopa rpyIinoBbIX MOJIUTHK.
OObsicauTe mapameTpsl y3ina [lapameTpsl 6€301MacHOCTH.

Jns yero mnpegHa3HauyeHbl NOJHUTHKHA aylWTa, KAaK HACTPOUTh OTHU
MOJIUTUKH?

Kaxue coObITHsi BO3MOXKHO (PUKCHPOBATH C MOMOIIBIO MOJIMUTUK ayIuTa?

. Kakum oOpazom ayautr MokeT OBITh HCIIOJIB30BaH ISl TOBBIIICHUS

0E€301aCHOCTH CUCTEMBI?

OO0BsACHUTE Ha3HAYEHHE OCHOBHBIX MOJMTHK ayauTa.

JlaiiTe onpesenenne MOHATHA MabIoHa OE30TTaCHOCTH.

Kakwue npenmyiecTBa 1aeT UCIOIb30BaHUE MIA0IOHOB 0€30MacHOCTH?
Kakne w3 cmyx0 mo BamemMy MHEHUIO CIIEAyeT BBIKIIOYHATH IS
MTOBBIIIEHHS O€3011acHOCTH?

Kakune HHCTpyMEHTHI OTIEPAIIMOHHON CHCTEMBI CIICTyeT OJIOKHMPOBATH IS
OOBIYHOTO IOJIb30BATEA?



37.

38.

39.

40.

41

43.
44.
45.
46.
47.
48.
49.
50.

51.
52.
53.
54.
55.
56.
57.
58.

59.
60.

61.

62.

63.

64.

Kakue monmuTuku MOXXHO HAcTpamBaTh C TIOMOINBIO I1a0JOHOB
0e3omacHOCTH?

Kak BBl cunTaere, Kakhe mMmapaMeTphl CIEIYyeT YyCTaHABIMBATH H
TPYIIIOBbIE  TOJMTHKKA  HACTpaWBaTh TMPU  CO3MaHUM  I1abioHA
0Ee30ITaCHOCTH.

Kakoe ocHOBHOe Ha3HaueHHEe OCHACTKM AHanu3 0e30IacHOCTH
KOMIIbIOTEpa?

B03MOKHO JI OTKPBITh OCHACTKY AHaIU3 O€30MaCHOCTH

. KOMITBIOTEPA C MTOMOILBIO MaHEJIU YIPABICHUS?
42.

Kakum o6pa3om poGaBisitorcst 11a0J0HBI O€30MAaCHOCTH K OCHACTKe
AHaym3 6€3011acHOCTH KOMITbIoTepa?

N3MmeHstoTcs HaCTPOMKY KOMITbIOTEPA MPU IPOBEICHUN aHaIu3a?
OOBbsICHUTE, YTO O3HAYAIOT OTMETKH Y Ha3BaHUM MOJIUTHK MOCTIE
MPOBEJCHUS aHAIIHN3A.

OOBsicCHUTE KOMaH/Ibl KOHTEKCTHOTO MEHIO y3Jla AHAIIU3 U

HACTpoliKa 0€30MacHOCTH.

Mo>kHO 1 MEHSTH 1a0JI0H 0€30MMaCHOCTH HEMOCPECTBEHHO B OCHACTKE
AHain3 6€30MacHOCTH KOMITbIoTepa?

Kaxkast otMeTka OyieT nokazaHa y Ha3BaHMsI OJUTUKY MOCJIE aHAIN3a 110
mabsiony 0€30MacHOCTH, €CJIM JaHHAasl IMOJUTHKA HE CYIIECTBYET Ha
KOMIIbIOTEpE?

Kakoe ocHoBHOE Ha3HaueHue cpeactBa AppLocker?

Kaxkue 3amaum Mmo>xHO pemath ¢ momonisio AppLocker?

Kakue cmyxObl AOMKHBI paboTaTh JUIsi TOTO, YTOOBI HMCIOJB30BaTh
npaBuia AppLocker?

OObsicHUTE, KaKue IIard HY>KHO CJIelaTh JUIsl CO3JJaHusl HOBOTO MpaBHIia
B AppLocker.

Kakue cpemcrBa omeparmOHHOM  CUCTEMBI  HCIIOJB3YIOTCS IS
OJIOKUPOBKU CMEHHBIX HOCUTENEH?

Kax y3nats ID yctpoiictBa?

OO0msacuuTe, uto Takoe VID u PID?

Kakue monuTuku mpUMEHSIIOTCS 171 OJOKMPOBAaHUSI YCTPOMCTB, B 4€M
MEXKy HUMHU pa3Huua’?

OOBbsiICHUTE TEPMUHBI O€JIbII CIMCOK M YEPHBIN CIIMCOK YCTPOUCTB.

Uto mpencraBiseT coboil ceTeBas OE30MACHOCTh U MOYEMY OHA BaKHa
JUTsl ”HPOPMAIIMOHHBIX CUCTEM?

Kakue ocHOBHBIE NPUHIHUIBI KOH(UICHIUATBHOCTH, IEJIOCTHOCTH H
JIOCTYITHOCTH JIAaHHBIX KACaIOTCsI CETEBOM 0€30MacHOCTH?

Urto Takoe ayTeHTU(DUKAIMS B CETEBOM 0€30MaCHOCTH M KaKHE METOJIbI
MOTYT OBITh HCIOJB30BAaHBI IS TOATBEPKICHUS JIETUTUMHOCTH
MOJIb30BATEIS?

Kakum o00pa3om mmdpoBaHne MaHHBIX BIUSET Ha OOECIeYCHHE
KOH(UICHIIMATFHOCTH B CETEBOM 0€30MacHOCTH?

Kakue Buabl yrpo3 MOryT ObITH MPEICTABICHBI B CETEBOU Cpejie, U Kak
KJIACCU(UIIUPYIOTCS 3TU YTPO3bI?



65.

66.

67.

68.

69.

70.

71.

72.

73.

74.

75.

76.

77.

78.

79.

80.

81.

82.

83.

84.

85.

Uro Takoe araku mepexBara (sniffing) u kak OHU MOTyT OBITh
MIPEeIOTBPAICHBI B paMKax CETEeBOM Oe3omacHoCTH?

Kakune MeToapl nCronb3yroTes i1 00ecreueHuns MeTOCTHOCTH JTAHHBIX B
nepeaaye yepes CeTh?

Yro mpexacraBmsier coboit ¢unbTpanms maketoB (packet filtering) B
ceTeBO 0€30MacHOCTH U Kak oHa paboTtaer?

Kakum oOpazom artaku tuna "otkaz B oOcmyxkuBanuu" (DoS) moryt
yIPOXKaTh CETEBOW O€30MaCHOCTH, U KaK MPEeJA0TBPATUTh TAKUE aTaKH?
Uro Takoe BuptryanbHas uvactHas ceTb (VPN) um kak oHa MOXeT
oOecreyuTh 0€30MacHOe COeIMHEHHE Yepe3 OTKPBITYIO CETh, TAKYIO KakK
Nutepner?

Kak pabortaet 6psHaMay’p B KOHTEKCTE CETEBOM OE30MaCHOCTH U KaKHe
GyHKIUY OH BBITIOTHSET?

Uro mnpencraBisitor coboit artaku "dummara" (phishing) u  kax
MOJIB30BATEIM MOTYT M30erath MOJJIaBaThCsl HA TAaKUE aTaKu B CETEBOU
0e3onacHoCTH?

Kakune wmeTtompl ayTeHTH(UKAIMM MOTYT OBITh HCIOJB30BaHBI IS
oOecrieueHus1 0€300aCHOCTH B OECIIPOBOIHBIX CETAX?

Yro Takoe MHOTO(aKTOpHAs ayTCeHTU(DUKAIMSI U MMOYEMYy OHA SIBISIETCS
BaYKHBIM 3JIEMEHTOM CETEBOM Oe30macHoCTr?

Kak ceTeBbie yCTpOHCTBA, TaKKe KaK MapIIpyTH3aTOPhl 1 KOMMYTATOPHI,
MOTYT ObITh CKOH(DUTYpPUPOBAHBI J1JI51 MOBBIIIEHUS 0€30MaCHOCTH CETH?
UTto Takoe BEO-NPUIIOKEHUS M KaKHe YTrpo3bl OHU MOTYT MPEICTaBISATh
JUTsl CEeTeBOM 0e301macHOCTH?

Kakue wmepbpl MoryT OBITh MPEANPUHATH JUIsl 3alIUThl OT aTak
MexceTeBbIX MpoTokosoB (MITM) B ceTeBoit 6e3omacHoCTH?

Urto npencrasisieT coboi ayTeHTUdUKAIMS 10 cepTUdUKaTaM U Kak OHa
MPUMEHSIETCS B CETEBOM O€30MacHOCTH?

Kakum oOpa3om ceteBast 6€30MacHOCT CBS3aHa C YIIPABJICHUEM ITPABAMHU
JIOCTyTa U KaKhe POJId MOTYT OBITh Ha3HAYECHBI TIOJIb30BATENIAM?

YTo Takoe CEeTeBbIC YA3BUMOCTH U KaKW€ METObI MCIONB3YIOTCS [T UX
OOHapyXeHUS U YCTPAHEHHS B CETeBOM 0€30MacHOCTH?

Kakne pomu MOTYT BBIONHSATH MOOWIIBHBIE YCTPOWCTBA B acCIEKTE
CeTeBOIl 0€30MACHOCTH, U KaK OHU MOTYT OBITh 3aIlUILIEHbI?

Uro Takoe ympaBiCHHE CETEBOM OE30MaCHOCThIO W Kakue 3aJadd
BKJIIOYAIOT B C€0s MPOLECCHI YIIpaBIeHuUs?

Kakum o0pa3zom npuMeHeHHne MOJUTUK 0€30MaCHOCTH MOXKET YIYUIIUTh
CETeBYI0 O€30IaCHOCTh OPTaHU3AIUHU ?

Uro mpencrtaBisitoT coOOM aTakud Ha YpPOBHE MPWIOKEHUNW M KaK OHU
MOTYT OBITh MTPEIOTBPAIICHBI B CETEBOM 0€30MaCHOCTH?

Kakne TexHONOrMHM CceTeBOM OC30MAaCHOCTH  HCIOJIB3YIOTCS IS
OOHapYKEHUS U MPEAOTBPAIIEHUS BPEJOHOCHBIX ITpOrpamMm?

Yro takoe "Oernbie criucku'" U "YepHBIE CIIUCKU'" B CETEBOM 0€30MMaCHOCTH,
¥ KaK OHHM MPUMEHSIOTCS K yIPABICHUIO JOCTYTIOM?

IlepeueHb TUOBBIX MPAKTUYECKUX 3aTAHUM:



n/n

HepequL TUITIOBBIX IMPAKTUYCCKUX 3a,£[aHPII>i

1. BBINOIHUTE KOMIUICKCHBIN aHATN3 HHPOPMAIIMOHHBIX YTPO3 U COCTABbTE PEKOMEHIAIUH T10 3aIUTe
JUTSL CITeTYFOINUX TIPEITPHSTUM:

a) mojurpaduuecKoe IPeaIpUsATHE ¢ IBYMS opucaMHu M OJHOM 0a30i

JIaHHBIX KJIMEHTOB B 00JIaKe;

0) ceTh KOMMEPUYECKUX HEHTPOB 13 20 OTAEICHUN, KOTOPBIC UMEIOT

OJIMH TJIaBHBIN 0(uC;

B) MaraswH 10 Tpojaxke MeOemu, KOTOpPhI MMeeT JOCTYyH K 0a3e JaHHBIX 3aBOMA MPOW3BOIUTEIIS
Mebenu;

I') CEPBUCHBIN LIEHTP IO PEMOHTY MOOUJILHEIX TEIe(OHOB.

Hcnonp3ys nporpammy CheckUDisk onpenenuts VID, PID dbiem HakomuTes..

1. 11 mpon3BOJIBHOM porpamMmbl (Harpumep nachsiHe [1ayk) mpeaocTaBbTe JOCTYII K CETH C TOMOIIBIO
Opanamayspa Windows (CM. TEOpETHUCCKUE CBEICHU ).

2. mporpammsbl Total Commander otkpoiite mopT 3128 1Mo moMoIipo

OpaHmMayaspa (CM. TEOPETUYECKUC CBEICHU).

3. 3anpeTure AOCTYH K CETH MHTEPHET JUIA MTPOU3BOIBHOM MPOrpaMMBl

0 IOMOIIBI0 OpaHaMayspa u daiina hosts.

Croco6 OJIOKMpPOBKH JOCTyIla K CETH IporpaMmaM ¢ ITOMOIIBI0 OpaHmaMyepy YK€ OIMCAaHO B
TEOPETUIECKOW YacTH padoThl. BeImonHUTE 17151

nacbsiHca KocblHKa (MM APYroil porpaMMel) Takue OJTOKUPOBKH.

B koHCOM ynpaBieHus cO3/1aiTe HOBBIH 111a0JI0H 0€30MaCHOCTH €

nmeneM Kouowurypamus cinyx0, B OIMMCaHWU [Ta0JIOHA YKaXXKHTE ONEPAIMOHHYIO CHCTEMY, B KOTOPOU
OyJIeT MPUMEHEH 3TOT 11a0JI0H, U COOCTBESHHYIO

haMuIHIO.

BrinonmHuTe aHAIHM3 OE30IMACHOCTH ¢ MIOMONIBIO 11a0JI0HA, KOTOPBIA OBLIH CO3/aH paHee.

(@)}

Jlo6aBbTe MOIKIIFOYEHHBIN HAKOITUTEb B YePHBIN CITHCOK.

3amudpyiTe ¢ HIOMOIIBI0 MarMYecKoro kpajapara ceoe PO




