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1. ITACITIOPT ®OHJIA ONEHOYHbIX CPEJACTB

1.1. Ilepeyenb kKomMmeTeHUMH, GopMHPyeMbIX B Ipolecce OCBOCHUSA
OCHOBHOI1 00pa30BaTeILHOI MPOrpaMMBblI
[Tponecc OCcBOEHMSI MUCHUILIMHBI HAMPABJICH HA OBJIAJICHUE CIEAYIOINIMMU

KOMIICTCHIIUSAMM .

[IK-8 - BrnaneHnue HaBBIKAMHM HCHOJIB30BAaHUS OINEPALMOHHBIX CHCTEM,

CCTCBBIX TGXHOHOFHﬁ, CpeacTB

pa3paboTKu

IPOrPpaMMHOTO

uHTepdeiica,

IPUMEHEHUS SI3bIKOB U METOA0B (DOpMAIbHBIX CICLIM(PUKALIMI, CUCTEM YIIpaBICHUS

0a3zaMu JaHHBIX.

[IK-10 - BnageHue KOHUENUUSIMH U aTpuOyTaMUKadyecTBa MPOrPAMMHOTO

obecrieyeHuss (HaJIEKHOCTH, OE30MACHOCTH, yJA00CTBa HCIOJIB30BaHUS), B TOM

qHUClie POJM  JIIOACH,
o0ecreyeHus KauecTna.

IMponcCCoB,

MCTOHOB,

HHCTPYMCHTOB H TEXHOJIOT UM

1.2. Dransl ¢popMUpPOBAHMSA KOMIIETEHUHH U CPeICTBA OLCHUBAHMS

YPOBHS UX ¢OPMHPOBAHHOCTH

dopwma aTTecTalnnn

Jrtansl popmupoBanusa komnereHuuii | Komnerenuun KoHnTpoJsibHO-011eHOYHBIE
cpeacTBa / crnocod OleHUBAHUA

Tema 1. OcHOBBI HH(MOPMAITMOHHOMH I1K-8; TIK-10 Beinonnenue 71a00paTOPHBIX

0e30ITacHOCTH pabor

Tema 2. Metoab! pe3epBHOTO I1K-8; TIK-10 Beinonnenue 1a00paTOPHBIX

KOIIMPOBAHUs TaHHBIX pabor

Tema 3. MeTonbl ayTeHTUDHUKAIH U I1K-8; TIK-10 Beinonnenue 71a00paTOPHBIX

aBTOpH3AIUN pabor

Tema 4. Ananu3 u HacTpoiika I1K-8; TIK-10 Beinonnenue 71a00paTOPHBIX

0€30MacHOCTH B ONIEPALlMOHHBIX pabot

cucremax cemeiictea MS Windows

Tema 5. OcHOBBI KpUnTorpapuaeckoit ITK-8; [TK-10 Brinosinenue 1a00paTOPHBIX

3amU Tl HHOPMAITUN pabor

Tema 6. KomnbroTepHble BUPYCBHI I1K-8; TIK-10 Beinonnenue 71a00paTOPHBIX
paboT

Tema 7. OcHoBbl ceteBoii 6e3omacuoctu | 1IK-8; TTIK-10 Beimonnenue 1a00paTOPHBIX
paboT

Tema 8. OCHOBBI 3aXBaTa U aHAIU3A I1K-8; T[IK-10 Beinonnenue 1ab0paTOPHBIX

Tpaduka pabor

[IpomexxyTouHas aTrecTanus I1K-8; T[IK-10 Beinonnenue 1ab0paTOPHBIX
paboT

ITK-8; ITK-10 DK3aMeH (MMChbMEHHBIH )

1.3. Onucanue nokasareseii GOpMHUPOBAHUS KOMIIETEHIU

| Ko u HauMeHoOBaHue

KO[{ H HAMMCHOBAHHUC MHAUKATOPA JOCTHKCHUSA




YHHBepcaﬂbHOﬁ KOMIICTCHI MU

yHnBepcanbnoﬁ KOMIICTCHIIUHA

[IK-8 - Braagenue HaBBIKAMU
UCIIONIb30BAaHUSI  OIEPAIlMOHHBIX
CHCTEM, CETEBBIX TCXHOJOTHH,
CPEICTB pa3paboTku
MIPOTrPaMMHOT0

uHTepdeiica, TPUMEHEHUST  S3BIKOB
" METO/IOB (hopMaIbHBIX
cnenuduKanum, CUCTEM
ympaBiaeHuss 0a3aMu  JTaHHBIX.

3HaTh  METOJbl W  TEXHOJOTMH  HWCIOJIBb30BaHUS
OTIEPALIMOHHBIX CHUCTEM, CETEBBIX TEXHOJIOTHH, CpPEelCTB
pa3paboTKK TpOrpaMMHOro WHTepdeiica, MpUMEHEHHUs
S3BIKOB M METOJI0B (DOpPMaNIBbHBIX Cienn(UKAINI, CUCTEM
yIpaBiIeHUs1 0a3aMu JTaHHBIX

YMeTh NMPUMEHSATh COBPEMEHHBIE CPEICTBAa pa3padOTKU
nporpaMMHOT0 uHTepdeiica, MeToabl  (HOpMaIbHBIX
crnenuduKanui, pa3padaTbiBaTh CHCTEMbI YIPaBICHHS
0a3zaMu TaHHBIX

Bnaners HaBBIKAMHM HCIIOJIB30BAaHHS — ONEPALIMOHHBIX
CHUCTEM, CETEBBIX TEXHOJIOTHH, CPEICTB pPa3pabOTKU
IpOTPaMMHOTO HUHTepdeiica, NMPUMEHEHHs S3bIKOB U
METOZOB  (OpPMAaNbHBIX  CrHenu(pUKaUi,  CHCTEM
yrpaBiieHus: 6a3aMu JaHHBIX

[1K-10 - Bnanenue KoHIENIUSIMU
U aTprOyTaMuKayecTBa
MPOrpaMMHOTO 00ecTeueHus
(Hame)xHOCTH, O€30TaCHOCTH,
ya00CTBa UCIIOIB30BaHHUSI), B TOM
YHCIIe POJIH JIOCH, MPOIIECCOB,
METOJIOB, HHCTPYMEHTOB H
TEXHOJIOTHI obecreueHus
KauyecTBa.

3HATh KOHIEMIUU M aTPpUOYTHI KaueCTBA MPOTPAMMHOTO
obecrieueHnsi (HaIEKHOCTH, OE€30MACHOCTH, YI00CTBa
UCIIOJIH30BAHUA).

YMeTh aHAJIM3UPOBATh KOHIICTIIIUY U aTPUOYTHI KayecTBa
MPOrPaMMHOTO O0ECTICUCHUSI.

Bmanerr HaBbIKAMH B HCIIOIB30BAaHUM  METOJIOB,
WHCTPYMEHTOB M TEXHOJOTHHA OOecredYeHrus KadecTBa
KOHTPOJIS Ka4eCcTBa MPOrpPaMMHOT0 00eCIIeueHHUS

1.4. Kpurtepun oueHUBaHUsI KOMIIETEeHUMH Ha Ppa3HbIX JITamax mux
¢popmupoBanus
Buja rekyuieit yue0Hoil padoThl | Kosaun4yecTBo 6a/1510B
6 cemectp / 10-11 TpumecTp
OdopmiieHre 0TYETOB 10 JIAOOPATOPHBIM 30 GamoB
paboTam
PaboTa Ha 1a00paTOPHBIX 3aHATHIX 30 6amioB
BrimonHeHne TECTOBBIX 3aJaHUI -
BrimmonHeHue 3aaHuii caMOCTOSATEILHOM 10 6anmoB
paboThI
JK3aMeHa 30 GamioB
HToro 3a cemectp: 100 GamioB
Bcero: 100 6amioB
HaxonurejabHasa cuctemMa oneHuBaHus mo 100-60a/1,1bHOM IKAaJIe
Yeroipexodal- 100- BykBennas mkana, coorsercrsyomas 100- Cucrema
JLHAS cCHCTeMAa |[0aJLlIbHASA 0aIVILHOM HIKAJIe OLICHUBAHUSA
OlLlECHUBAHMSI IKaJa 3ayeTa
IK3aMeHa
OTau4HO 90-100 | A — OTJIIMYHO — TEOPETHUUECKOE COJIEPIKAHKIE Kypca

OCBOCHO IOJTHOCTHIO, 06€3 IMpoOeIoB; HEOOX0IUMbIE
MPAKTHYECKUE HABBIKK PaOOTHI ¢ OCBOCHHBIM
MaTeprajaoM c(hOPMHUPOBAHBI; BCE
peyCMOTPEHHBIC TPOTPAMMOM 00yUYEHUS




y‘-IC6HBI€ 3aJaHus BBIIIOJIHCHBI, KAYCCTBO UX
BBIIIOJTHEHHS OLIEHEHO YHCJIOM 0alioB, OJIM3KHM K
MaKCI/IMaHLHOMy

Xoporio

83-89

B — 0YeHb XOPOIIIO — TEOPETHUECKOE COJICPIKAHHE
Kypca OCBOCHO MOJTHOCTRIO, 6€3 mpoOerioB;
HEOOXO0IMMBIC TIPAKTUYECKUE HABBIKU PAOOTHI C
OCBOCHHBIM MaTE€PHAJIOM B OCHOBHOM
Cc(OPMHUPOBAHEI;, BCE TIPEAYCMOTPEHHBIE
MporpaMMoit 00ydeHHsI yIeOHBIC 3a1aHuUs
BBITTOJIHEHBI, KAYECTBO BBIMOJHEHHSI OOJIBITNHCTBA
M3 HUX OLICHECHO YKMCJIOM 0allJIoB, OJIM3KUM

K MAaKCUMaJIbHOMY

Xopomo

75-82

C — xopo110 — TeopeTudecKoe copepkanue Kypca
OCBOCHO TOJTHOCTBIO; HEKOTOPBIC TPAKTHYECKHUE
HABBIKU pa0OTHI C OCBOCHHBIM MAaTEPUAIOM
c(OPMHPOBAHBI HEJOCTATOYHO; BCE
MIPelyCMOTPEHHBIE TIPOTPAMMO 00yICHHUS
y4eOHbIC 3a/IaHUSI BBITIOJTHEHBI, KAY€CTBO
BBITIOJTHEHUS] HA OJTHOTO U3 HUX HE OIICHEHO
MUHHMAJIHHBIM YUCIIOM 0aJlIIOB, HEKOTOPBIE BHIBI
3aJIaHUH BBITIOJIHEHBI ¢ OIHUOKAMU

Y noBieTBo-
pHUTEIBHO

63-74

D — yI0BIETBOPUTEIHHO — TEOPETHUECKOE
CoJIepKaHNE TUCIUILTMHBI OCBOCHO YaCTUYHO, HO
po0eITbl HE HOCAT CYHIECTBEHHOTO XapaKTepa;
HEOOXOIUMbIC MIPAKTUUYECKHUE HABBIKU PaOOTHI

C OCBOCHHBIM MaTEpHaIOM B OCHOBHOM
c(hOpMHUPOBAHEI; OOJBITUHCTBO
peyCMOTPEHHBIX IPOTPaMMOil 00yUeHHUs
y4eOHBIX 3aJ[aHUi BBITOJHEHO, HEKOTOPBIC

13 BBIIOJHEHHBIX 3aJIaHHMH, COJIEPXKAT OIINOKH

VY nosnerBo-
PHUTEIBHO

50-62

E — mocpencTBeHHO — TEOpETHIECKOE
CoJIepKaHNe Kypca OCBOCHO YaCTUYHO;
HEKOTOPBIC MTPAKTUYCCKHE HABBIKU PAOOTHI

He chopMUPOBaHBI, MHOTHE TMPETYCMOTPEHHbBIE
MPOrpaMMOi 00y4YeHUS YIeOHBIC 3a1aHus

HE BBITIOJTHEHBI JTM0O KaYECTBO BBHIIIOJHECHHUS
HEKOTOPBIX M3 HUX OIICHCHO YHCIIOM OaJIJIOB,
OJIM3KUM K MUHUMAJIBHOMY

3auteHo

Heynosnerso-
PUTETBHO

21-49

FX — HEy1OBIETBOPUTEIBHO — TEOPETHYECKOE
COJIEp’KaHuE Kypca OCBOEHO YaCTHYHO;
HEO0XOIMMBIE TIPAKTUIECKHE HABBIKU PaOOTHI
He c(popMUpPOBaHbI; OOIBIIMHCTBO
MIPEeyCMOTPEHHBIX TPOTrPaMMON 00yUeHuUs
y4eOHBIX 33JJaHUIi HE BBIMOJIHEHO MO0 KaueCTBO
HUX BBIINIOJTHEHUA OIICHECHO YHCIIOM 6aJ'IJ'IOB,
OM3KUM K MUHHUMAIIbHOMY; TIPH
JOTIOTHUTEIHLHON CaMOCTOSATEILHOM paboTe Hall
MaTepuaioM Kypca BO3MOKHO MOBBILLIEHUE
KadycCTBA BBITIOJITHCHU A y‘-I€6HBIX 3aﬂaHHﬁ

Heynosnerso-
PUTEITBHO

0-20

F — Hey10BIETBOPUTEIBHO — TEOPETUUYECKOE
coJiep’KaHue Kypca He OCBOEHO; HE0OX0 UMbl
MPAKTUYECKHIE HABBIKU PAOOTHI

He c(hOPMUPOBAHBI; BCE BHIMOJTHEHHBIC YICOHBIC
3aJlaHus COJEpKaT rpyObIe OMNOKH,
JIOTIOJIHUTENbHASI CaMOCTOsATEIbHAs paboTa Hajl

He 3aureno




MaTepHUaIoM Kypca He IPUBEIET K KaKOMY-JTN00
3HAYUMOMY TOBBIIIICHHIO KQ4€CTBA BBITIOJTHCHUS
y4eOHBIX 3aJaHMI

MUHUCTEPCTBO OBPA30BAHMA U HAYKU JIHP
I'OY BO JIHP «JITTIY»
NHCTUTYT ®U3NKO-MATEMATHUYECKOI'O OBPA3OBAHU A, THOPOPMALIMMOHHBIX
1 OBCJIYKMBAIOINX TEXHOJIOT U
2021 — 2022 yuebOHsbIit roJ

Hampasnenne moaroroBku (creruanbHocTh): 44.03.04 [IpodeccronansHoe 00y4deHne (110 0TpacisiM)
kypc / dopma obyderus (ODO,300): ODO, 300
Cemectp / Tpumectp 6 cemectp / 10-11 Tpumectp
VYuebHas aucuMIuivHa: besonacHoCTs mporpamMm U JaHHBIX

3K3AMEHAIIMOHHBIA BUIET Ne 1
1. llenp m 3amaum W3ydeHHs! AMCUUILIMHBI «be3onmacHOCTs mporpaMM M JaHHBIX». TpeOoBaHHs K

YPOBHIO OCBOEHUS COAEPIKAHUS AUCIUTUIHHEL.
2.
3. Ilpaktuueckoe 3agaHue.

YTBepxkaeHo Ha 3aceqannn Kadeapbl HH()OPMAIIMOHHBIX 00Pa30BaTENbHBIX TEXHOJIOTHI U CHCTEM

IIporoxom Ne oT r.

W.o. 3aBenyromero kapeapoit MOTC Kanyctun [I.A.
(noonucs)

DK3aMeHaTop noneHt, [1IBripoB B.B.

(noonucs) (0oaxcnocms, PHO npenodasamens)




2. KOHTPOJIBHO-ONEHOYHBIE CPEJCTBA

2.1. OueHoYHBbIE CPEACTBA TEKYIIEr0 KOHTPOJIA (TUIOBbIE)
Bonpocsl 1J151 TeKymero KOHTpoJisi (tembl 1-8):

1. HazoBute 6a30Bbie MOHATHS HHOOPMAITMOHHONW O€30MACHOCTH.

2. Onpenenute OCHOBHBIE BUIBI yTPO3 HH(DOPMAITMOHHBIM PECYPCaM.

3. Ilosicaute cyTh MeTogosioruu STRIDE?

4. Kakue u3 yrpo3 no meronoiorun STRIDE npencraBisioT HauOOIbIIYIO
ONacHOCTH?

5. lloscaure meToauky oneHku puckoB DREAD?

6. [losicHUTE TEPMUH IKCIUIONUT?

7. B uem otninuns mexay metoagukamu DREAD u OCTAVE?

8. IloscHuTe CyTh TepMHUHA KOH(PUACHIIMATBLHOCTb, MPUBEAUTE MPUMEPHI
KOH(pUACHIIMATLHON HHpOpMAITUH.

9. bbul TOJTy4eHbI JIBE OIIEHKU 0€30MacHOCTH MH(GOPMAIIMOHHON CHUCTEMBI:
nepBasi -- Ha OCHOBAHHUH OIMPOCa OUYE€Hb OOJIBIIIOTO YKCia OOBIYHBIX MOJIB30BATENEH,
BTOpasi -- HA OCHOBAaHUY MHEHUS y3KOT0 Kpyra skcnepToB. Kakas u3 oleHOK Ha Balll
B3TJIs17] O0JIee TOUHasl.

10. IlpuBeguTe npuMepbl CAaHKIIMOHUPOBAHHOTO U HECAHKIIMOHHUPOBAHHOTO
JOCTyIA.

11. MoxHO 1M cuuTaTh yCTaHOBKY aHTMBHUpyca Ha IIK komrmiexcHoun
zammron UC?

12. Kakast u3 MmeTo070Thi aHayin3a HH(OOPMAIIMOHHBIX YTPO3 Ha Balll B3TJIsA]
oonee r3ppexkTuBHA?

13. HazoBuTe METOIbI CKATHUS JAHHBIX KOTOPHIC BbI 3HAETE.

14. OnummTe OCHOBHYIO HJEI0 airopuTtMa Xaddmana.

15. OObsicHUTE pa3HUILY MEXK]Y C)KATUEM U apXHUBaIUeH.

16. Kakum o0Opa3oM HCHOJB30BaHUE ApPXUBOB CBS3aHO C 0OE€30MACHOCTHIO
uHpopmaruu?

17. B kakux ciyyasx IeiecooOpa3Ho, a B KOTOPBIX HEIEIeco00pa3Ho
HCII0JIb30BaHNE apXUBOB?

18. Moryr apxuBsl ¢opmara ZIP coxepxare wuHOpMaIUoo IS
BOCCTaHOBJICHHMS?

19. IlokaxuTe, KakuM 00pa30M MOXKHO 3a0JIOKMUPOBATH APXUB, YTO O3HAYAET
naHHast QyHKIMs?

20. Omnumure oOIIyI0 TOCIEeA0BATENBHOCTh JIEUCTBUNA IS 3aIUThI
uH(OpMaIK Py CO3aHUU apXUBa.

21. HazoBure ocHOBHBbIE TexHOJIOTMHA RAID.

22. Ha3zoBuTe OCHOBHBIE METO bl AyOIUpOBaHUS MH()OPMALIUH.

23. OnuiuTe NpEeuMyIecTBa U HEJIOCTAaTKU pa3InyHbIX ypoBHE RAID.

24. Kak Ha3pIBaeTCsi B COOTBETCTBUM C TIPOLEAYpOH AyOIMpOBaHMS
pazIuyaloT METOJl, KOTOPBIM MpeArnojiaraeT Cco3JaHue TyOJsiel OrpeaesieHHbIX
daiinos?

25. VYpoBenb RAID B KOTOpOM Mpeamnoyiaraercsi IMOO4YepeaHOe
UCIIOJIb30BAaHUE  TICJIOCTHOCTH M JOCTYIMHOCTH HWHGOPMAIMU TPU CTUXUHHBIX
O€/ICTBUAX U KPYIIHBIX aBapUAX HA3bIBACTCH...



26. B yeM 0c0OEHHOCTH JUCKPEIIMOHHOMN MOJUTHKHN Oe3omacHocTu? B kakux
CIIy4asix €€ MCIIOJIb30BaHHUE Helenecoo0pa3Ho?

27. OnumMre npeuMylecTBA W HEIOCTaTKW MaHAATHOW TMOJUTUKH
0€30IaCHOCTH.

28. B kakux ciy4asix IpUMEHSAETCS TaCCUBHAs ayTeHTU(UKas?

29. HazoBuTe nBa OCHOBHBIX MOJAXOJa NpH CO3JaHUM HaOOpa mpaB H
NPUBUJIETUH MTOJIB30BATENEH.

30. Kro ynpaBuser paspelleHUsSIMH Ha JOCTYIl K pasjeliaM peecTpa U
nouemy?

31. Kakue u3 00beKTOB MOTYT HacJIeJ0BaTh pa3pellieHusl Ha JOCTYIl K HUM
U OT KOro?

32. Jlns yero mpeaHa3HAu€HbI MapaMeTPhbl CO31aBa€MOM yUETHOH 3amucH
110JIb30BaTeIA?

33. B ueM pa3Huna Mexay OTKIIOUYEHHEM W OJOKUPOBKOW YUYETHOM
3anucu?

34. B uem menecooOpa3HOCTh pa30MEHUsT MHOXKECTBA IMOJIH30BATEICH Ha
rpyIIbI?

35.  Kak Ha3zHayarTCA MpaBa MOJIB30BATEISIM U IPyNIaM B 3aIIMIIECHHBIX
Bepcusix onepauuoHHon cuctembl Windows?

36. Kakue TpeboBaHUS MO CIOKHOCTH MOTYT NMPEABIBIATHCA K apOsIM B
onepaunoHHoi cucreme Windows?

2.2. OueHOYHBbIE CPEACTBA JJIA IPOMEKYTOYHOM ATTECTALMH
Bonpocsl AJ1s1 npoBeieHUs aTTeCTANUN

1. Kakue ocHoBHble ¢yHKIHUU OpanmMayspa? CrocoObl BKIIOYECHHS H
BBIKJTFOUCHUS OpaHaMayspa.

2. Kak 3amyctuth OpaHamaysp B peKXHMME TOBBIINIEHHON O€30MacHOCTU C
MOMOIIIbI0 KOMaHHOM CTPOKHU?

3. Kak co3mare HOBOE TMPaBUIO I HCXOMSIIMX WIM BXOASAIINAX
MOJKIIFOYEHH?

4. Kak OTKpBITh MJIM 3aKPBITh MOPT € MOMOILBIO OpaHamMay3pa’?

5. Kak pa3zpemuts npou3BOILHON TpOorpaMMe JIOCTYI K CETH C IOMOIIBIO
Opanamayapa?

6. Kakoii u3 ctangapTHbIX npodusield 10KeH ObITh HanboJiee 3aluineH?

7. Kak ObICTPO OTKPBITH MaHENb yIpaBieHUs ?

8. Kak ObicTpo 3amycTuTh OpaHAMaydp B pPEXKHUME MOBBIIICHHON
oe3omacHocTU?

9. Yto nenaer koMaHAa services.msc?

10. Kak 3amyctuth yTunuty cmd B pexuMe aaMuHucTpaTopa’?

11. Kak OTKpBITH OKHO JIOKAJTBHBIX MOJIMUTHK 0€30macHOCTH?

12. 3aueM poOBEPSITH CUCTEMHBIC (DaitiTbI?

13. Kakum 00pa3oM MOKHO TTPOBEPUTH MUPPOBYIO MOAMUCH (HaiiIoB?

14. Kak otkpbITh peectp Windows?

15. ITpuBeaguTe OCHOBHBIE KOMaHbl 000J04KH cmd.

16. Kakue u3 yruiur cuctembl Windows HENOCpPEICTBEHHO CBSI3aHbBI C
0€30MacHOCThIO HHpOpMALIUK?



17. HazoBure OCHAcCTKHM, HCIOJIB3yEMbIE JUIsi HACTPOMKH TapaMeTpoB
0€30IacCHOCTH.

18. HazoBuTe OCHOBHBIE CIIOCOOBI 3alycKa JIOKaJIbHBIX IOJUTHK
0€30MacHOCTH.

19. HazoBuTEe 1 OOBSACHUT YPOBHE IPYIMIIOBBIX MOJTUTHK.

20. HazoBute nopsii0k NPpUMEHEHHUS TPYNIOBBIX MOJTUTHUK.

21. Kak 3ammycTuTh KOHCOJIb YIIPABIICHUS ?

22. Kak 100aBUTh HOBYIO OCHACTKY B KOHCOJIb YIIpaBJICHUs?

23. OOBsiICHUTE OCHOBHbIE TTOJIUTUKH MapOIei.

24. OOBSICHUTE TEPMHUH IPYIIOBAs MOJIUTHKA.

25. Kakue BUbI TPYIIOBBIX U JJOKATBHBIX MOJUTHK BbI 3HaETE?

26. HazoBute Tpu crioco0a 3arycka peakTopa rpyInoBbIX MOJIUTHK.

27. O6bsicHuTe mapaMmeTpsl y3na [lapamerpsl 6€30macHOCTH.

28. Jlns 4ero mnpenHa3HAY€Hbl MOJUTHKUA ayAuTa, KaK HACTPOUTh 3THU
MOJIUTUKH?

29. Kakue coObITHSI BOBMOXHO (PUKCUPOBATH C TIOMOIIIBIO MOJIUTHK ayIuTa?

30. Kakum oOpa3oMm ayauT MOKET ObITh HCIOJIB30BaH [Jisi MOBBIIICHUS
0€30MacHOCTH CUCTEMBI?

31. O0bsaAcCHUTE HA3HAYEHUE OCHOBHBIX MOJUTHUK ayIUTA.

32. JlaiiTe onpeaesieHUE MOHATHS 111a0JI0Ha O€30MaCHOCTH.

33. Kakue npeumyiiiecTBa JaeT UCIMIOIb30BaHUE MIa0JIOHOB 0€30MacHOCTH?

34. Kakue wu3 ciayx0 IO BalleMy MHEHHUIO CIIeyeT BBIKIIOYUTEH IS
MOBBIIICHUS 0€301aCHOCTH?

35. Kakuie MHCTpYMEHTBI OTEPAllMOHHON CUCTEMBI CIIeyeT OJIOKMPOBATH IS
O0OBIYHOTO TOJIB30BATENS?

36. Kakue TONUTHKM MOKHO HACTpawBaTh C TIOMOIIBIO I11a0JOHOB
Oe3omacHocTu?

37. Kak BBl cuMTaeTe, Kakue MapameTpbl CJIEAYeT YCTAaHABIHBATh U
IPYNIOBbIE MOJIUTUKN HACTPAUBATh MPHU CO3/IaHUU 111a00Ha 0€30MaCHOCTH.

38. Kakoe 0CHOBHOE Ha3HAYEHUE OCHACTKU AHaIN3 0€30aCHOCTH
KOMIIbIOTEpa?

39. BO3MOXHO JI1 OTKPBITh OCHACTKY AHaIU3 0€30MaCHOCTH

KOMITBIOTEPA C MTOMOILBIO TAHEIH YIIPaBICHUS?

40. Kakum o06pa3zoM A00aBiISIIOTCS 11a0JOHBI O€30MACHOCTH K OCHACTKE
AHaym3 6€30MacHOCTH KOMITbIoTepa?

41. 3MeHs0TCS HACTPOMKM KOMITBIOTEPA MPHU IPOBEICHUN aHaIu3a?

42. O0bsICHUTE, UTO O3HAYAIOT OTMETKH Y Ha3BaHUM MOJIUTUK MOCTIE
IIPOBEICHUSI aHAJIK3A.

43. O0BsicHUTE KOMaH/bl KOHTEKCTHOTO MEHIO y371a AHAIINU3 U

HacTpoiika 6€30MaCHOCTH.

44. MOHO T MEHSTH 11a0JI0H 0€30MMaCHOCTH HEMOCPEICTBEHHO B OCHACTKE
Amnanu3 0€301acHOCTH KOMITbIOTEepa?

45. Kakast oTMeTKa OyJeT NoKa3aHa y Ha3BaHUs IOJIUTUKHU MTOCIIE aHAIU3a 10
m1abJ0Hy 0€30MaCHOCTH, €CIIM JaHHas OJUTUKA HE CYLIECTBYET Ha KOMIbIOTEPE?

46. Kakoe ocHoBHOe HazHaueHue cpenctsa AppLocker?

47. Kakue 3a1a4i MOKHO pemath ¢ nomousio AppLocker?

48. Kakue ciry»0b1 10KHBI pab0OTaTh JUIsl TOTO, YTOOBI UCIIOJIH30BATh



npasuia AppLocker?

49. OOBsicHUTE, KaKHe IIard HY>KHO CIENAaTh IS CO3/IaHUsI HOBOTO

npasuia B AppLocker.

50. Kakume cpeacTtsa ONEPAMOHHOM CHCTEMBI HCHOJIB3YKOTCA — JJIS

OJIOKUPOBKH CMEHHBIX HOCUTEIIEH?

51. Kak y3nars ID ycrporicTea?
52. O6macuure, uyro Takoe VID u PID?
53. Kakue noauTHKy NPUMEHSIOTCS 7151 OJIOKMPOBAHUS YCTPOUCTB, B

YeM MEXJy HUMH pa3Hula?

54. O0BsicHUTE TEPMUHBI O€JIbIN CITUCOK M YEPHBIN CITUCOK YCTPONCTB.

HepequL IMPAaKTHYCCKUX SaIIaHI/Iﬁ K 3a4CTy 110 OJHUCHOUIIJIMHC <<3aIIIHTa

uHbOPMAITII:

No
n/n

HepequL TUIIOBBIX MPAKTHYCCKUX 3a,I[aHI/Iﬁ

1. BeInoHATE KOMIUIEKCHBIH aHATN3 HHQOPMAIIMOHHBIX YTPO3 M COCTAaBbTE PEKOMEHIAIINH I10 3aIUTe
JUTSL CITeTYFOINUX TIPEITPHUSTUM:

a) onmrpaduvaecKoe NpeAnpusTie ¢ AByMs odricaMu 1 OgHOM 0a3oit

JIaHHBIX KJIMEHTOB B 00JIaKe;

0) ceTh KOMMEPUYECKUX HEHTPOB 13 20 OTAEICHUN, KOTOPHIC UMEIOT

OJTUH TTIaBHBII oduc;

B) MarasuH IO TpoJake MeOellr, KOTOPBI MMeeT NOCTYI K 0a3e JAaHHBIX 3aBOJIa MPOU3BOIMTEIS
Mebenu;

T') CEPBHUCHBIN LIEHTP IO PEMOHTY MOOMIIEHBIX TeJe(hOHOB.

Hcnonp3ys nporpammy CheckUDisk onpenenuts VID, PID daem HakonuTens..

1. JIst mpon3BOIbHOM TporpaMMBbl (HarmpuMep nachsHc [layk) mpemocTaBpTe JOCTYT K CETH C TOMOIIBIO
Opanamayspa Windows (CM. TEOPETHUECKUE CBEICHUS ).

2. mporpammsl Total Commander otkpoiite nopt 3128 mo moMomusio

OpaHmMayaspa (CM. TEOPETUUECKUC CBEICHU).

3. 3ampeture AOCTYM K CETH UHTEPHET JUIA TPOU3BOIBHOI MPOrpaMMBI

10 IOMOIIBI0 OpaHaMayspa u daiina hosts.

Crioco0 OJIOKMPOBKHM JAOCTyIa K CETH IporpaMMaM € IIOMOIIbI0 OpaHAaaMyepy YK€ OIHMCaHO B
TEOPETUIECKON YacTH paboThl. BeIToNHUTE 11151

nacbstHca KocblHKa (MM APYToil porpaMMel) Takue OJIOKUPOBKH.

B koHCOM ynpaBieHus CO3/1aiTe HOBBIH 111a0JI0H 0€30MaCHOCTH €

nmeneM Kououryparus cinyx0, B OITMCaHWU [Ta0JIOHA YKaXXHUTE OTNEPAMOHHYIO CHCTEMY, B KOTOPOU
OyJieT MpUMEHEH 3TOT 1a0JI0H, U COOCTBEHHYIO

haMuIHIO.

BrinonuuTte aHanu3 6€30MaCHOCTH C ITOMOIIIBIO I_HaGJ'IOHa, KOTODLIﬁ ObLIH CO3a4aH paHEC.

(o)}

Jlo6aBbTe MOIKITFOYCHHBIN HAKOITUTENb B YePHBIN CITHCOK.

SammdpyiTe ¢ MOMOIIBI0 Marmdeckoro kpajapara cgoe DO




